2014-2020 ESIF Guidance Note 04: Fraud Risk Assessment 

Guidance on Fraud Risk Assessment in the 2014-2020 ESIF Programmes.

(A) GENERAL

Managing Public Money Northern Ireland Annex 4.7 provides details of responsibilities in the prevention of fraud.

http://www.dfpni.gov.uk/index/finance/afmd/afmd-key-guidance/afmd-mpmni/a_4_7_further_revised_10_12_12_fraud.pdf


(B) THE 2014-2020 ESIF REGULATIONS

Article 125(4)(c) of the Common Provision Regulations lays down that 
‘As regards the financial management and control of the operational programmes, the managing authority shall put in place effective and proportionate anti-fraud measures taking into account the risks identified’.

The Commission has developed the following Fraud Risk Assessment guidance which provides assistance and recommendations for the implementation of Article 125(4)(c) including a spreadsheet template for assessing risk.  The Commission guidance is addressed to the Managing Authorities and Audit Authorities of the European Regional Development Fund (ERDF) and the European Social Fund (ESF).  









(C) RESPONSIBILITIES AND PROCESSESS

Responsibility for drawing up guidance on Fraud Risk Assessment specific to their programme lies with the Programme Managing Authority.  Such guidance must conform to the respective Department’s Anti-Fraud Policy and should utilise the Commission’s Fraud Risk Assessment Guidance and Spreadsheet.

The Fraud Risk Assessment Guidance shall take account of the Commission’s recommendation that Managing Authorities adopt a proactive, structured and targeted approach to managing the risk of fraud.  

To promote consistency of approach, Managing Authorities shall share draft guidance with the Member State Authority (DFP), other ESIF Managing Authorities and Northern Ireland Departments through the channel of the Core Implementation Group, the EU Steering Group and/or other coordination structures established for the purpose.

The Programme Audit Authority shall be consulted in the preparation of guidance and its view shall be taken into consideration by the Managing Authority.


(D) EXCEPTIONS

As guidance for Territorial Cooperation programmes has to be mutually agreed by participating member states, it may not always match national guidance.

However, participants in the coordination structures should seek the maximum consistency possible in the interest of simplification and synergy.


(E) REFERENCES
A library of Cohesion Policy information resources is maintained by the Directorate General for Regional and Urban Policy at the European Commission at:

http://ec.europa.eu/regional_policy/information/index_en.cfm 

Training materials (including in podcast format) may be downloaded at:

http://ec.europa.eu/regional_policy/what/future/experts_training_en.cfm 

The guidance on fraud risk assessment may be found at:

http://ec.europa.eu/regional_policy/information/guidelines/index_en.cfm#6 

under Management and Control.
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List of acronyms and abbreviations


AA – Audit Authority


CA – Certifying Authority


"the CPR" – Common Provisions Regulation (Regulation (EU) No 1303/2013 of the European Parliament and of the Council of 17 December 2013, laying down common provisions on the European Regional Development Fund, the European Social Fund, the Cohesion Fund, the European Agricultural Fund for Rural Development and the European Maritime and Fisheries Fund and laying down general provisions on the European Regional Development Fund, the European Social Fund, the Cohesion Fund and the European Maritime and Fisheries Fund and repealing Council Regulation (EC) No 1083/2006)


ERDF – European Regional Development Fund

ESF – European Social Fund


The Financial Regulation – Council Regulation (EC, Euratom) No 1605/2002 of 25 June 2002 on the Financial Regulation applicable to the general budget of the European Communities

"the Funds" – for this document specifically, this means: the European Regional Development Fund, the European Social Fund, the Cohesion Fund and the European Maritime and Fisheries Fund

IB – Intermediate Body


MA – Managing Authority


OLAF – European Anti-Fraud Office

EXECUTIVE SUMMARY


This guidance note provides assistance and recommendations to managing authorities (MAs) for the implementation of Article 125(4)(c) CPR, which lays down that the MA shall put in place effective and proportionate anti-fraud measures taking into account the risks identified. The Commission also provides guidance for the audit authority's (AA) verification of the compliance of the MA with this article. 

The Commission recommends that MAs adopt a proactive, structured and targeted approach to managing the risk of fraud. For the Funds, the objective should be proactive and proportionate anti-fraud measures with cost-effective means. All programme authorities should be committed to zero tolerance to fraud, starting with the adoption of the right tone from the top. A well-targeted fraud risk assessment, combined with a clearly communicated commitment to combat fraud can send a clear message to potential fraudsters. Effectively implemented robust control systems can considerably reduce the fraud risk but cannot completely eliminate the risk of fraud occurring or remaining undetected. This is why the systems also have to ensure that procedures are in place to detect frauds and to take appropriate measures once a suspected case of fraud is detected. The guidance is intended to help as a step-by-step guide to addressing any remaining instances of fraud once other sound financial management measures have been put in place and are implemented effectively. However, the overall objective of the regulatory provisions is cost-effective fraud risk management and the implementation of effective and proportionate anti-fraud measures, which in practice means a targeted and differentiated approach for each programme and situation. 

Therefore, the fraud risk self-assessment tool which is attached to this guidance note, together with detailed instructions, can be used to assess the impact and likelihood of common fraud risks occurring. Secondly, the guidance indicates the recommended mitigating controls which could help further reduce any remaining risks, not yet effectively addressed by current controls. The operational objective for the MA should be to deliver fraud responses which are proportionate to the risks and tailored to the specific situations related to the delivery of the Funds in a particular programme or region. Notably, following this risk assessment and related mitigating controls put in place at system level, managing authorities are recommended to address specific situations which may arise at the level of implementation of operations by further developing specific fraud indicators (red flags) and by ensuring effective cooperation and coordination between the managing authority, the audit authority and investigative bodies. The Commission will also assist Member States by offering a specific risk scoring tool, ARACHNE, which will help to identify, prevent and detect risky operations, projects, beneficiaries and contracts/contractors and will serve also as a preventive instrument.    

The fraud risk self-assessment proposed by the Commission is straightforward, logical and practical and is based on five main methodological steps: 


1. Quantification of the risk that a given fraud type would occur by assessing impact and likelihood (gross risk).


2. Assessment of the effectiveness of the current controls in place to mitigate the gross risk.


3.  Assessment of the net risk after taking into account the effect of any current controls and their effectiveness i.e. the situation as it is at the current time (residual risk).


4. Assessment of the effect of the planned mitigating controls on the net (residual) risk. 


5. Defining the target risk, i e the risk level which the managing authority considers tolerable after all controls are in place and effective.

Finally, the Commission plans to provide targeted roll-out support, when needed, to assist Member States in implementing Article 125(4)(c) CPR and this guidance.

1. Introduction

1.1. Background

According to Article 59(2) of the Financial Regulation, Member States shall take all necessary measures, including legislative, regulatory and administrative measures, to protect the EU's financial interests, namely by preventing, detecting and correcting irregularities and fraud.

The CPR includes specific requirements in relation to Member States' responsibility for fraud prevention. This guidance on fraud risk management is addressed to the MAs and AAs of the European Regional Development Fund (ERDF), the Cohesion Fund and the European Social Fund (ESF) and the European Maritime and Fisheries Fund (EMFF).

Apart from Article 72(h) CPR , which sets out that the management and control systems shall provide for the prevention, detection and correction of irregularities, including fraud, and the recovery of amounts unduly paid, together with any interest, Article 125(4)(c) CPR lays down that the MA shall put in place effective and proportionate anti-fraud measures taking into account the risks identified.

Fraud and corruption risks should be adequately managed. MAs have a responsibility to demonstrate that attempts at defrauding the EU budget is unacceptable and will not be tolerated. Dealing with fraud, and its causes and consequences, is a significant challenge to any management, as fraud is designed to avoid detection. MAs are also advised to take notice of Transparency International's Corruption Perception Index
 and the EU anti-corruption report prepared by the Commission
, when assessing to what extent its overall operating environment is perceived to be exposed to potential corruption and fraud. 

The potential for fraud cannot be ignored and should be seen as a set of risks to be adequately managed alongside other business risks or potentially negative events. Assessment of fraud risks can therefore be carried out using existing risk management principles and tools. Effectively implemented robust control systems can reduce the risk that fraud occurs or remains undetected but  cannot eliminate the likelihood of fraud occurring. The overall objective should be to address the main fraud risks in a targeted manner, keeping in mind that – apart from baseline requirements – the overall benefit of any additional anti-fraud measures should exceed their overall costs (the principle of proportionality), taking also into account the high reputational cost linked to fraud and corruption. 

In order to assess the impact and likelihood of any potential fraud risks which could harm the EU's financial interests, the Commission recommends that MAs use the attached fraud risk assessment tool in Annex 1. The assessment should be carried out by a self-assessment team set up by the MA
. The list of recommended but non-binding mitigating controls which the MA could put in place, in response to any remaining risks, is indicated in Annex 2. These proportionate measures could help further mitigate any remaining risks identified in the self-assessment, not yet effectively addressed by current controls. 

Moreover, a voluntary template for an anti-fraud policy statement is also proposed at Annex 3, for the benefit of those MAs which wish to set out their anti-fraud programme in a policy statement, which communicates internally and externally their official position with regard to fraud and corruption. 

In order to complement this guidance, the Commission also provides guidance for the AA's verification of the work done by the MA in the context of the fraud risk assessment and the corresponding measures it has put in place to mitigate the fraud risks. The checklists in Annex 4 may prove useful in view of the systems audits to be performed by the AAs under Article 127 CPR. They will be used for the Commission's own risk assessment purposes and may also be useful for the purpose of the report and opinion of the independent audit body responsible for the assessment of the management and control system in view of the designation of MAs referred to in Article 124(2) CPR. 

1.2. A proactive, structured and targeted approach to managing fraud risk


The attached practical fraud risk self-assessment tool targets the main situations where key processes in the implementation of the programmes could be most open to manipulation by fraudulent individuals or organisations, including organised crime, the assessment of how likely and how serious these situations could be and, what is currently being done by the MA to tackle them. Three selected key processes considered to be most exposed to specific fraud risks are targeted: 

· selection of applicants;


· implementation and verification of the operations; 

· certification and payments.


The end output of the fraud risk assessment is the identification of those specific risks where the self-assessment concludes that not enough is currently being done to reduce the likelihood or impact of the potentially fraudulent activity to an acceptable level. This assessment will then form the basis for responding to the deficiencies by choosing effective and proportionate anti-fraud measures from the list of recommended mitigating controls. In some cases, the conclusion could be that most residual risks have been addressed and that therefore very few, if any, additional anti-fraud measures are required. In all assessment scenarios, it would be expected that arguments can be provided by the MA to support its conclusions. 

2. Definitions


This risk assessment deals only with specific fraud risks, not irregularities. However, indirectly, effective implementation of the exercise may also have an impact on prevention and detection of irregularities at large, being understood as a larger category than fraud.  

It is the element of intention which distinguishes fraud from irregularity.


2.1. 2.1. Definition of irregularity


For the purposes of Council Regulation (EC) No 2988/95 of 18 December 1995
 on the protection of the European Communities' financial interests, the term irregularity is a wide concept and covers both intentional and non-intentional irregularities committed by economic operators.


Article 1(2) of Regulation (EC) No 2988/955 defines "irregularity" as:


"any infringement of a provision of Community law resulting from an act or omission by an economic operator, which has, or would have, the effect of prejudicing the general budget of the Communities or budgets managed by them, either by reducing or losing revenue accruing from own resources collected directly on behalf of the Communities, or by an unjustified item of expenditure".

2.2. 2.2. Definition of fraud in the Treaty


The Convention drawn up on the basis of Article K.3 of the Treaty on European Union, on the protection of the European Communities' financial interests
 defines "fraud", in respect of expenditure, as any intentional act or omission relating to:


"- the use or presentation of false, incorrect or incomplete statements or documents, which has as its effect the misappropriation or wrongful retention of funds from the general budget of the European Communities or budgets managed by, or on behalf of the European Communities;


- non-disclosure of information in violation of a specific obligation, with the same


effect;


- the misapplication of such funds for purposes other than those for which they 
were originally granted."

2.3. Definition of corruption

A broad definition of corruption used by the Commission is the abuse of (public) position for private gain. Corrupt payments facilitate many other types of fraud, such as false invoicing, phantom expenditure or failure to meet contract specifications. The most common form of corruption is corrupt payments or other advantages; a receiver (passive corruption) accepts a bribe from a giver (active corruption) in exchange for a favour. 

3. Fraud risk self-assessment

3.1. The tool

The main objective of the fraud risk assessment tool at Annex 1 is the facilitation of a self-assessment by the MA of the impact and likelihood of specific fraud scenarios occurring. The specific fraud risks which should be assessed were identified through knowledge of previous fraudulent cases encountered in cohesion policy, as well as commonly recognised and recurring fraud schemes. In other words, the tool has been pre-filled with a set of recognised specific risks. Any other known risks for the specific programme/region under assessment should be added by the self-assessment team (see section 3.2 below). 

The guidance in Annex 1 explains in detail how to complete the fraud risk assessment tool.  

The tool covers the likelihood and impact of specific and commonly recognised fraud risks particularly relevant to the key processes:

· selection of applicants (worksheet 1 of the spreadsheet); 

· implementation of the projects by the beneficiaries, focusing on public procurement and labour costs (worksheet 2); 

· certification of costs by the MA and payments (worksheet 3).


Each section is preceded by a cover sheet, which lists the specific risks relevant to the section. 


Moreover, the MA is recommended to assess the overall fraud risks in relation to public procurement contracts it may manage directly, e.g. in the context of procuring technical assistance (worksheet 4). I the MA does not carry out any public procurement for which a fraud risk assessment is necessitated, section 4 need not be filled in. 

      The methodology for this fraud risk assessment has five main steps:
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For each of the specific risks, the overall objective is to assess the ‘gross’ risk of particular fraud scenarios occurring, and then to identify and assess the effectiveness of controls already in place to mitigate against these fraud risks either from occurring or ensuring that they do not remain undetected. The result will be a ‘net’ current risk which should lead an internal action plan  to be put in place when the  residual risk is significant or critical in order  to improve controls and further reduce the exposure of the Member State to negative consequences (i e putting in place any additional effective and proportionate anti-fraud measures, as necessary – see the list of recommended mitigating controls
 in Annex 2). 

3.2. Composition of the self-assessment team

Depending on the size of the programme and of the MA, it may be that each of the implementation processes is executed by different departments within the MA. It is recommended that the most relevant actors take part in the assessment in order that it is as honest and accurate as possible and so that it can be done in an efficient and smooth way. The assessment team could therefore include staff from different departments of the MA having different responsibilities, including selection of operations, desk and on the spot verification and authorisation of payments, as well as representatives from the certifying authority (CA) and implementing bodies. MAs may want to consider involving the Anti-Fraud Coordination Services ('AFCOS') or other specialised  bodies, which could bring in specific anti-fraud expertise into the assessment process.

As the AA will audit the completed risk assessment, it is recommended that it does not take a direct role in deciding on the level of risk exposure, but it could be envisaged to participate in the assessment process in an advisory role or as an observer.

For obvious reasons, the self-assessment should not be outsourced as it requires a good knowledge of the operating management and control system and the programme's beneficiaries.


3.3. Frequency of the self-assessment

First, compliance with the requirements for adequate procedures for putting in place effective and proportionate anti-fraud procedures are part of the designation criteria for MAs.   

The recommendation is that this tool should be completed in full on an annual basis, as a general rule, or every second year. However, more regular reviews of progress against action plans related to additional controls which were put in place, changes to the risk environment and the continuing adequacy of assessment scores may be necessary (e.g. through  management meetings). When the level of risks identified is very low and no instances of fraud were reported during the preceding year, the MA may decide to review its self-assessment only each second year. The occurrence of any new fraud instance, or main changes in the MA procedures and/or staff, should immediately lead to a review of perceived weaknesses in the system and of  relevant parts of the self-assessment.  



4. Guidance on minimum requirements for effective and proportionate anti-fraud measures

Whereas this section provides general guidance on principles and methods which should be employed by the MA to combat fraud, Annex 2 provides for each specific risk identified in the fraud risk assessment, the recommended non-binding mitigating controls which could be put in place in order to seek to reduce the risks to an acceptable level. 

The minimum standards set out in this chapter which MAs are recommended to comply with relate to the anti-fraud cycle. 

In order to successfully tackle the issue of fraud, the Commission recommends that the MA develop a structured approach to tackling fraud. There are four key elements in the anti-fraud cycle: prevention, detection, correction and prosecution. The combination of a thorough fraud risk assessment, adequate preventative and detective measures, as well as coordinated and timely investigations by competent bodies could significantly reduce the fraud risk as well as provide adequate deterrence against fraud. 


4.1. Anti-fraud policy 


Many organisations use an anti-fraud policy to communicate their determination to combat and address fraud. Within any such policy, which should be simple and focused, the following topics should be covered:

· Strategies for the development of an anti-fraud culture;

· Allocation of responsibilities for tackling fraud;


· Reporting mechanisms for suspicions of fraud;


· Cooperation between the different actors.

This policy should be visible within an organisation (distributed to all new staff, included on intranet) and it should be clear to staff that it is actively implemented, via avenues such as regular updates on fraud matters and reporting of outcomes of investigations into fraud. See the suggested template for an anti-fraud policy in Annex 3, which provides a voluntary template for an anti-fraud policy statement for the benefit of those MAs which wish to go beyond the immediate regulatory requirements and to formalise and communicate internally and externally their official position with regard to fraud and corruption.   

4.2. Prevention


If the MA demonstrates a clear commitment to combat fraud and corruption, raises awareness about its preventative and detective controls, and is determined in transmitting cases to the competent authorities for investigations and sanctions, it will send a clear message to any potential perpetrators and could change behaviours and attitudes towards fraud.

Given the difficulties in proving fraudulent behaviour and repairing reputational damage, it is generally preferable to prevent fraudulent activity rather than to have to deal with it after the event. Prevention techniques most often revolve around reducing opportunities to commit fraud via the implementation of a robust internal control system, combined with a proactive, structured and targeted fraud risk assessment, but comprehensive training and awareness raising activities and the development of an ‘ethical’ culture can also be used to combat any potential ‘rationalisation’ of fraudulent behaviour.

The strongest preventative defence against fraud is the operation of a robust system of internal control which should be designed and operated as a proportionate response to the risks identified during a risk assessment exercise. An organisation should however also work to create the right structures and culture to discourage potential fraudulent behaviour. 
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4.2.1. Ethical culture

The creation of an anti-fraud culture is key both in deterring potential fraudsters and also in maximising the commitment of staff to combat fraud within the MA. This culture can be created by a combination of specific anti-fraud structures and policies, as shown in the second circle in the above diagram and discussed in more detail below, but also through the operation of more general mechanisms and behaviours:


· Mission statement – a clear expression, visible to all internal and external observers, that the MA is striving to achieve the highest ethical standards;


· Tone from the top – oral and/or written communication from the highest level of the MA that the highest standard of ethical behaviour is expected from staff and beneficiaries (the latter can be implemented through the grant letters and contracts); 


· Code of conduct – a unambiguous code of ethics that all staff must routinely declare adherence to, covering such things as: 


- Conflicts of interest – explanation and requirements and procedures for declaring them;


- Gifts and hospitality policy – explanation and responsibilities of staff for compliance;


- Confidential information – explanation and responsibilities of staff;


- Requirements for reporting suspected fraud.

In short, staff should comply with principles such as integrity, objectivity, accountability and honesty. 

4.2.2. Allocation of responsibilities 

Within the MA, there should be a clear allocation of responsibilities for setting up management and control systems which comply with EU requirements and for verifying that these systems function effectively in preventing, detecting and correcting fraud. This is to ensure that all actors fully understand their responsibilities and obligations, and to communicate both internally and externally, towards all potential programme beneficiaries,  that the organisation has a coordinated approach towards combatting fraud. 


4.2.3. Training and awareness raising

Formal training and awareness-raising can be included within the organisation’s overall risk management strategy, as necessary. All staff could be trained on both theoretical and practical matters, both to raise awareness of the MA's anti-fraud culture and also to assist them in identifying and responding to suspected instances of fraud. It could cover the detail of any anti-fraud policy, specific roles and responsibilities and reporting mechanisms. 


Awareness-raising can also be carried out via less formal avenues, such as through newsletters, posters, intranet sites or inclusion as a regular agenda item for group meetings. 

4.2.4. Internal control systems 

The strongest defence against potential fraud is a well-designed and operated system of internal control, where controls are focused at effectively mitigating the identified risks. 

Management verifications must be thorough and the associated on-the-spot controls must be risk-based and carried out with sufficient coverage. The likelihood of detecting potential fraud cases will increase when management verifications are thorough.  Staff in charge of desk and on-the-spot management verifications should be aware of the Commission and any  national guidance on fraud indicators (see below).

4.2.5. Data analytics and the ARACHNE tool

With the growth in sophistication of data gathering, storage and analytics comes an opportunity in the fight against fraud. Within and taking duly into account the limits of the respective legislation in each Member State, data analytics can be used at this stage to significantly enrich the risk assessment process, cross-check data with other public or private sector organisations (e g tax authorities, government departments, credit checking authorities) and detect potentially high risk situations even prior to the award of funding. 

In the framework of the fight against fraud (and irregularities), the Commission offers a specific data mining tool called ARACHNE to MAs in order to identify projects which might be susceptible to risks of fraud, conflict of interest and irregularities. ARACHNE is a risk-scoring tool which can increase the efficiency of projects' selection, management verifications and audit, and further strengthen fraud identification, prevention and detection. It has been developed by the Commission and is particularly suited for the identification and assessment of fraud risks in the Funds, including, among other areas, public procurement, an area particularly prone to fraud and irregularities, such as collusive bidding. 


The Commission submitted through the Data Protection Office on 17 May 2013 the required notification for prior checking concerning the processing of personal data to the European Data Protection Supervisor who, after thoroughly checking the relevant legal basis, issued on 17 February 2014 a positive opinion concerning the compliance of ARACHNE with the provisions of Regulation (EC) No 45/2001
. This included certain considerations concerning the processing of special categories of data in order to ensure their necessity, proportionality and quality. Other recommendations related to the feedback loop to ensure accuracy of data, measures to ensure high data quality, case-by-case analysis of data transfers to OLAF and the European Court of Auditors, deletion of data after a reasonable period of time and information to data subjects. All these considerations and recommendations are being thoroughly analysed in view of their implementation by the Commission. 

The correct use of ARACHNE will be considered by the Commission as a good practice in order to identify red flags and target fraud combatting measures, and should be taken into account when assessing the adequacy of current preventive and detective controls in place. The tool will be gradually rolled out in 2014 to all those Member States that voluntarily decide to implement it in order to further improve their fraud risk management controls. As opposed to a "one-size-fits-all" approach, such decision may well vary from Member State to Member State and even within different programmes/regions in a Member State, since, based on the figures shown in the latest PIF report,
 the factual situation in terms of fraud detected and reported to the Commission also varies widely among Member States. 

4.3. Detection and reporting

Preventative techniques cannot provide absolute protection against fraud and so the managing authority need systems that detect fraudulent behaviour in a timely manner. Such techniques include analytical procedures to highlight anomalies (eg data mining tools, such as the ARACHNE tool), robust reporting mechanisms and on-going risk assessments.

A strong ethical culture and a sound system of internal control cannot provide absolute protection against perpetrators of fraud. A fraud strategy must therefore take into consideration that instances of fraud may still occur, for which a series of fraud detection measures must be designed and implemented.


4.3.1. Developing an appropriate mind-set  

The MA could address fraud risks with specialised and focused detection techniques with designated individuals having responsibility for conducting them. In addition to this, all of those involved in implementing a structural funding cycle have a role to play in spotting potentially fraudulent activity and then acting upon it. This necessitates the cultivation of an appropriate mind-set. A healthy level of scepticism should be encouraged, together with an up-to-date awareness of what could constitute potential fraud warning signs.

4.3.2. Fraud indicators (red flags)

Fraud indicators are more specific signs or ‘red flags’ that fraudulent activity is taking place, when an immediate response is required to verify whether further action is required. 


Indicators can also be specific to those activities frequently taking place under structural funding programmes, such as procurement and labour costs. For this purpose, the Commission has provided the following information to Member States: 

· COCOF 09/0003/00 of 18.2.2009 - Information Note on Fraud Indicators for ERDF, ESF and CF

· OLAF Compendium of Anonymised Cases – Structural Actions

· OLAF practical guide on conflict of interest

· OLAF practical guide on forged documents

These publications should be read in detail and the content widely publicised amongst all staff who are in positions in which they could detect such behaviour. In particular, these indicators must be familiar to all of those working in roles involving the review of beneficiary activities, such as those performing both desk-based and on-the-spot management verifications or other monitoring visits.

4.3.3. Reporting mechanisms


The establishment and promotion of clear reporting mechanisms is a key element of prevention, as well as detection. Any such mechanisms should facilitate the reporting of both suspicions of fraud and also control weaknesses that may increase the MA's susceptibility to fraud. MAs should have clear reporting mechanisms ensuring sufficient coordination on anti-fraud matters with the audit authority and competent investigative authorities in the Member State, including anti-corruption authorities. 


Reporting to the Commission on the results of effective anti-fraud measures and any suspected instances of fraud will be part of the annual summary report and management opinion of the MA. The annual control report of the AA will also comprise a section on fraud suspicions detected during the year.


Communication and training with staff about these reporting mechanisms must ensure that they:


· understand where they should report suspicions of fraudulent behaviour or control;


· are confident that these suspicions are acted upon by management;


· are confident that they can report in confidence and that the organisation does not tolerate retaliation against any staff member who reports suspicions.


Suspected fraud must be reported to OLAF by the authority designated by the Member State in line with requirements under Article 122 CPR. In addition, beneficiaries should be made aware of how they can approach OLAF with any information they may have.
 

4.4. Investigation, correction and prosecution


Once a suspicion of fraud has been raised and correctly reported, the MA must transmit the case to the competent authority in the Member State for investigation and sanctions, including anti-corruption authorities where relevant, and inform OLAF accordingly. 

The MA should also conduct a thorough and critical review of any related internal control systems that may have exposed them to the potential or proven fraud.

Once a case of suspected fraud has been detected and reported in accordance with internal and EU requirements, in order for the competent body to make an assessment whether an investigation should be opened, recovery and criminal prosecution should ensue, as relevant. 

4.4.1. Recovery and criminal prosecution 

Recovery of undue payments from beneficiaries is required by MAs and CAs and so they should ensure that they have robust processes in place for following up any potential recoveries of EU funds spent in a fraudulent manner. These processes should also be clear on the cases in which civil and criminal proceedings will be pursued. The implementation of such sanctions, and the visibility of these, are a key deterrent to potential fraudsters and so the MA should be vigorous in pursuing such outcomes.


4.4.2. Follow-up


Once a fraud investigation has been concluded by competent authorities, or handed over to the relevant authorities for pursuit, a  review of any processes, procedures or controls connected to the potential or actual fraud should be conducted. This should be objective and self-critical and should result in clear conclusions about perceived weaknesses and lessons learned, with clear actions, responsible individuals and deadlines. This should also feed into the subsequent review of the self-assessment, as indicated in section 3.3 above.

Full cooperation with investigative, law enforcement or judicial authorities should be ensured, in particular by keeping files concerning fraud cases in safe places and ensure a proper hand over in case of staff mobility.

5. Audit by the AA of the MA's fraud risk assessment and its anti-fraud measures


5.1. Checklist for AAs

A proposal for a checklist for the AA’s audit of the MA’s (and its intermediate bodies') compliance with Article 125(4)(c) CPR is at Annex 4. This can be part of checklists used by the AA for its system audits. 

The check list can also be used by the independent body in charge of assessing the management and control system for the purpose of designation in accordance with Article 124(2) CPR.

5.2. Frequency of the AA’s verification 


In connection with audits on the functioning of the management and control systems, the AA should carry out verifications of the effective implementation of the anti-fraud measures by the MA as early as possible in the programming period.
 Depending on the results of such audits and on the identified fraud risk environment, follow-up audits may be carried out as often as necessary. In some cases this may entail annual follow-up audits, depending on the gravity of fraud suspicion for each programme. Here again a targeted and proportionate (risk-related) approach is recommended. The conclusions should be included in the AA's annual control report. 

The AA should also systematically review the implementation of effective and proportionate anti-fraud measures at the level of intermediate bodies, as part of its system audits. 

� 	� HYPERLINK "http://cpi.transparency.org/cpi2012" �http://cpi.transparency.org/cpi2012� 



� 	Communication from the Commission to the European Parliament, the Council and the European Economic and Social Committee of 6 June 2011 – Fighting corruption in the EU (� HYPERLINK "http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52011DC0308:EN:NOT" \o "COM (2011) 308" \t "_blank" �COM(2011)308� final).



� 	In the case of European territorial cooperation, as MAs are responsible for all functions, the risk assessment should take into account fraud risks across the whole programme area and should seek to ensure that effective and proportionate anti-fraud measures are put in place, as necessary. 



� 	The reasons behind fraudulent behaviour have been dealt with in COCOF 09/0003/00 of 18.2.2009 - Information Note on Fraud Indicators for ERDF, ESF and CF.



� 	OJ L 312, 23.12.1995, p. l.



� 	OJ C 316, 27.11.1995, p. 49.



� These constitute non-binding suggestions for additional controls in order to further mitigate the residual risk. 



� 	Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December2000 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data.



� 	Protection of the European Union’s financial interests — Fight against fraud, 2012 Annual Report. COM(2013)548 final, 24.7.2013.



�  	COCOF 09/0003/00 of 18.2.2009 - Information Note on Fraud Indicators for ERDF, ESF and CF, also contains information on reporting procedures. 



� 	As regards European territorial cooperation, where it is not possible for the single AA to do this, a group of auditors should assist the AA. 
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											Annex 1

HOW TO USE THE SELF-ASSESSMENT TOOL



The tool covers three key processes under three sections:

– selection of applicants (worksheet  1 of the spread-sheet); 

– implementation of the projects by the beneficiaries, focusing on public procurement and labour costs (worksheet 2); 

– certification of costs by the MA and  payments  (worksheet 3).

Each of these three sections, containing the specific risks, which have been numbered (e g SR1, SR2 etc) is preceded by a cover sheet, which lists all the specific risks relevant to the section. 

Moreover, the MA is recommended to assess fraud risks in relation to any public procurement it manages directly, e.g. in the context of technical assistance (section 4 on direct procurement). In case the MA does not carry out any public procurement for which a fraud risk assessment is necessitated, section 4 need not be filled in.

Note: only yellow cells should be filled in by the self-assessment team.









RISK DESCRIPTION

To help the team a certain number of risks have been pre-defined in the tool. These pre-defined risks should all be assessed by the team, but if additional risks are identified more rows can be added.

The complete risk description can be found either in the cover sheet (as regards sections 2 and 4) or under the specific risk (sections 1 and 3). 



		Column Heading

		Guidance



		Risk Ref

		A unique risk reference. The letters refer to the section in which the risk has been identified (SR = Selection of beneficiaries, IR = Implementation and Monitoring, CR = Certification and Payment and PR = Direct Procurement by the MA) and the number is the sequential identification reference. 



This cell only needs to be completed for new risks added.



		Risk Title 

		This cell only needs to be completed for new risks added.



		Risk Description

		This cell only needs to be completed for new risks added.



		Who is involved in the risk? 



		Details of the bodies in which the individuals or actors involved in perpetrating any fraud are located are named here e.g. Managing Authority, Implementing bodies, Certifying Authority, Beneficiaries, Third Parties. 



This cell only needs to be completed for new risks added.



		Is the risk internal (within the MA), external or the result of collusion? 



		Details of whether the fraud would be internal (only within the Managing Authority), external (only within one of the bodies external to the Managing Authority) or a result of collusion (involving one of more of the bodies) are given here. 



This cell only needs to be completed for new risks added.







[bookmark: _Toc354756045]The five key steps in the self-assessment

[bookmark: _Toc354756046]Gross risk

Gross risk refers to the level of risk before taking into account the effect of any existing or planned controls. The quantification of risk normally consists of a combination of the risk ‘likelihood’ – how likely is the event to happen and the risk ‘impact’ – what consequences will the event have, financially and non-financially. In order to ensure consistency of assessment, a time horizon should be set when determining the likelihood, which in this case should be the seven-year programming period.



		Column Heading

		Guidance



		 Risk Impact (GROSS)



		From the drop-down menu, the risk assessment team should select a risk impact score from 1 to 4, based on the impact that the risk would have if it occurred, according to the following criteria:



		

		Reputation

		On Objectives



		1

		Limited impact

		Additional work delaying other processes



		2

		Minor impact 

		Achievement of operational objective delayed



		3

		Major  impact, e.g. because nature of fraud  is particularly serious or several beneficiaries are involved 

		Achievement of operational objective endangered or strategic objective delayed



		4

		Formal enquiry from stakeholders, e g Parliament and/or negative press

		Strategic objective endangered











		 Risk Likelihood (GROSS) 



		From the drop-down menu, the risk assessment team should select a risk likelihood score from 1 to 4, based on the likelihood that the risk will occur in the seven-year programming period, according to the following criteria:



		1

		Will almost never happen



		2

		Will rarely occur



		3

		Will sometimes occur



		4

		Will often occur









		  Total Risk Score (GROSS)



		This cell is automatically calculated from the inputs into Risk Impact and Likelihood. It is ranked according to the total score:

· 1 – 3 – Tolerable (Green)

· 4 – 6 – Significant (Orange)

· 8 – 16 – Critical (Red)









[bookmark: _Toc354756047]Current mitigating controls 

A certain number of suggested preventative controls have been pre-defined in the tool. These controls are examples only can be removed by the assessment team, if the controls do not exist and more rows can be added if there are additional controls in place that counter the identified risk. It may be that a control currently allocated to one particular risk is also relevant to other risks - in such cases the controls can be repeated several times. In particular, the exercise can be facilitated by making a simple cross-reference to current controls which are described and/or listed in e g the description of the management and control system, business processes and manuals. 



		Column Heading

		Guidance



		Control Ref

		A unique control reference. The numbers have been sequentially allocated to each risk, e.g. controls for risk SR1 begin at SC 1.1, controls for risk IR2 begin at IC 2.1.



This cell only needs to be completed for new controls added.



		Control Description 

		This cell only needs to be completed for new controls added.



		Do you evidence operation of this control?

		From the drop-down menu, the risk assessment team should indicate ‘Yes’ or ‘No’ evidence for the operation of the control is documented. For example, evidence of approval is documented by a signature and the control is therefore visible. 



		Do you regularly test this control?

		From the drop-down menu, the risk assessment team should indicate ‘Yes’ or ‘No’ as to whether the operation of the control is regularly tested. This could be tested by internal or external audit or any other monitoring system.



		How confident are you in the effectiveness of this control?

		Based partly on the responses to the previous two questions, the risk assessment team should indicate how confident they are in the effectiveness of the control in mitigating against the identified risk (High, Medium or Low). If the control is not evidenced or not tested the confidence level will be low. If the control is not evidenced then it will clearly not be able to test it.  



		    Effect of combined controls     on risk IMPACT taking into account confidence levels.



		From the drop-down menu, the risk assessment team should select a score from -1 to -4, indicating by how much they believe the risk impact has been reduced by the controls currently in place. Controls which detect fraud reduce the impact of fraud since they show that the internal control mechanisms work.



		    Effect of combined controls on risk LIKELIHOOD taking into account confidence levels.



		From the drop-down menu, the risk assessment team should select a score from -1 to -4, indicating by how much they believe the risk likelihood has been reduced by the controls currently in place. Controls which detect fraud only indirectly reduce the likelihood of fraud.










[bookmark: _Toc354756048]Net risk

Net risk refers to the level of risk after taking into account the effect of any existing controls and their effectiveness i.e. the situation as it is at the current time.



		Column Heading

		Guidance



		Risk Impact (NET)



		This cell will be automatically calculated from deducting the effect of combined existing mitigating controls from the GROSS risk impact. The result should be reviewed against the following criteria to confirm that the assessment is still reasonable:



		

		Reputation

		On Objectives



		1

		Limited impact

		Additional work delaying other processes



		2

		Minor impact 

		Achievement of operational objective delayed



		3

		Major impact , e.g. because nature of fraud  is particularly serious or several beneficiaries are involved 

		Achievement of operational objective endangered or strategic objective delayed



		4

		Formal enquiry from stakeholders, e g Parliament and/or negative press

		Strategic objective endangered









		Risk Likelihood (NET) 









		This cell will be automatically calculated from deducting the effect of combined existing mitigating controls from the GROSS risk likelihood. The result should be reviewed against the following criteria to confirm that the assessment is still reasonable:



		1

		Will almost never happen



		2

		Will rarely occur



		3

		Will sometimes occur



		4

		Will often occur









		Total Risk Score (NET)



		This cell is automatically calculated from the values Risk Impact and Likelihood. It is ranked according to the total score:

· 1 – 3 – Tolerable (Green)

· 4 – 6 – Significant (Orange)

· 8 – 16 – Critical (Red)














[bookmark: _Toc354756049]Action plan for putting in place effective and proportionate anti-fraud measures





		Column Heading

		Guidance



		Planned Additional Control

		A full description of the planned control/effective and proportionate anti-fraud measures should be given here.  Whereas section 5 of the guidance note sets out general principles and methods to combat fraud, Annex 2 provides for each identified risk, the recommended mitigating controls.



		Responsible Individual 

		A responsible individual (or role) for any planned controls should be given here. This individual should agree to taking responsibility for the control and be accountable for the introduction and its effective functioning.



		Deadline for Implementation

		A deadline for the implementation of the new control should be given here. The responsible individual should agree to this deadline and be accountable for the introduction of the new control by this date.



		  Effect of combined planned additional controls on risk IMPACT

		From the drop-down menu, the risk assessment team should select a score from -1 to -4, indicating by how much they believe the risk impact will be reduced by the planned controls.



		  Effect of combined planned additional controls on risk LIKELIHOOD.



		From the drop-down menu, the risk assessment team should select a score from -1 to -4, indicating by how much they believe the risk likelihood will be reduced by the planned controls.














[bookmark: _Toc354756050]Target risk

Target risk refers to the level of risk after taking into account the effect of any current  and planned controls.  



		Column Heading

		Guidance



		  Risk Impact (TARGET)

  

		This cell will be automatically calculated from deducting the effect of combined planned mitigating controls from the NET risk impact. The result should be reviewed against the following criteria to confirm that the assessment is still reasonable:



		

		Reputation

		On Objectives



		1

		Limited impact

		Additional work delaying other processes



		2

		Minor impact 

		Achievement of operational objective delayed



		3

		Major impact , e.g. because nature of fraud  is particularly serious or several beneficiaries are involved 

		Achievement of operational objective endangered or strategic objective delayed



		4

		Formal enquiry from stakeholders, e g Parliament and/or negative press

		Strategic objective endangered









		Risk Likelihood (TARGET)

		This cell will be automatically calculated from deducting the effect of combined planned mitigating controls from the GROSS risk likelihood. The result should be reviewed against the following criteria to confirm that the assessment is still reasonable:



		1

		Will almost never happen



		2

		Will rarely occur



		3

		Will sometimes occur



		4

		Will often occur









		  Total Risk Score (TARGET)



		This cell is automatically calculated from the inputs into Risk Impact and Likelihood. It is ranked according to the total score:

· 1 – 3 – Tolerable (Green)

· 4 – 6 – Significant (Orange)

· 8 – 16 – Critical (Red)
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					                        Annex 2

                                                                    Recommended mitigating controls  

		1. SELECTION OF APPLICANTS



		Overarching controls



		· Secondary panel could review individual decisions or a sample of decisions made by the evaluation panel.

· Adequate training courses on ethics and integrity, covering individual responsibilities, as appropriate.

· Use of data mining tools, such as ARACHNE

· Regular independent audits (e g by internal audit or by AA)

· Whistle-blowing mechanism  could be put in place for suspected fraudulent behaviour.



		Specific Fraud Risk

		Control description

		Recommended mitigating controls



		Conflicts of interest within the evaluation board 

		Selection of applicants

· All calls for application are published 

· All applications are recorded

· All applications are evaluated in accordance with applicable criteria 

· All decisions on the acceptance / rejection of applications are communicated to the applicants 



Audit trails

· Procedures should be in place to ensure that all documents required to ensure an adequate audit trail are held 



Accounting, monitoring and financial reporting systems

· A computerised system capable of providing reliable and relevant information works effectively 

		· The evaluation board is comprised of several senior management personnel who could be rotated, with some level of randomness in their selection for participation in each evaluation board.

· Conflict of interest policy, with an annual declaration and register.



		False declarations by applicants

		

		· Cross-checking of supporting documents to independent sources of evidence

· Use of prior knowledge of the beneficiary to make informed decisions as to the veracity of declarations and information submitted.



		Double funding

		

		· Cross checks with the national authorities administering other EU funds, and also other relevant Member States, whenever this is feasible, and whenever this risk is assessed as relevant and likely to occur.










		2. IMPLEMENTATION AND VERIFICATION OF OPERATIONS



		Overarching controls



		

· Requirement for beneficiaries to have conflict of interest policies, with annual declaration and register

· Provision of training for beneficiaries on the detection of fraudulent behaviour

· Use of data mining tools, such as ARACHNE

· Whistle-blowing mechanism could be put in place for suspected fraudulent behaviour

· Effective management verifications

· Compliance with national requirements for independent audit of project costs by beneficiaries



		Specific Fraud Risk

		Control description

		Recommended mitigating controls



		Split purchases

		Guidance to beneficiaries

· Effective communication to beneficiaries of their rights and obligations in particular the national eligibility rules laid down from the programme, the applicable Community rules on eligibility, the specific conditions concerning the products or services to be delivered under the operation, the financing plan, the time-limit for execution, the requirements concerning separate accounting or adequate accounting codes, the information to be kept and communicated

· The existence of clear and unambiguous national eligibility rules laid down for the programme 

· The existence of a strategy to ensure that beneficiaries have access to the necessary information and receive an appropriate level of guidance







Management verifications

· The existence of written procedures and comprehensive checklists for management verifications

· Management verifications to be completed before certification 

· All applications for reimbursement to be subject to administrative verification, including review of claim and supporting documentation

· On-the-spot verifications to be undertaken when the project is well under way 

· Evidence is kept for the work done and results obtained and follow up of findings 

· Sampling to be based on adequate risk assessment

· Existence of procedures to ensure that certifying authority receives all necessary information



Audit trails

· Accounting records should be kept by the MA that provide detailed information on expenditure actually incurred in each co-financed operation by beneficiary 

· Technical specifications and financial plan of the operation, progress and monitoring reports, documents concerning application, evaluation, selection, grant approval and tendering and contracting procedures and reports on inspections of the products and services co-financed should be kept at an appropriate management level 

· The MA should verify whether the beneficiaries maintain either a separate accounting system or separate accounting code for all transactions

· Procedures should be in place to ensure that all documents required to ensure an adequate audit trail are held 



Accounting, monitoring and financial reporting systems

A computerised system capable of providing reliable and relevant information works effectively

		· As appropriate, review by MA of  list of proposed contracts prior to implementation of programmes for contracts just under threshold values



		Unjustified single source awards to avoid tendering 

		· 

		· Review by the MA of a sample of beneficiaries' single source awards.

· Prior MA approval for all single source awards.





		Lack of tendering process for favoured suppliers

		· 

		· Review by MA of a sample of significant size contracts prior to payment of any invoices for evidence of tendering.



		Extension of existing contracts to avoid retendering

		· 

		· Prior approval by MA for contract amendments that extend an original agreement above a pre-defined significant threshold.



		Rigged specifications to favour certain bidders

		· 

		· Requirement by MA for beneficiaries to have a secondary mechanism other than  e g the procuring department to verify that bid specifications are not too narrow. Review of the operation of this control by the MA for a sample of beneficiaries.





		Leaking bid data

		· 

		· Requirement by MA for beneficiaries to have a secondary mechanism that conducts a review of a sample of winning bids against competition for any indications of prior knowledge of bid information. Review of the operation of this control by the MA for a sample of beneficiaries.

· Requirement by MA for a high level of transparency in the award of contracts, such as the publication of all contract information that is not publically sensitive. Review of the operation of this control by the MA for a sample of beneficiaries.

· Review by MA of a sample of winning bids against competition for any indications of prior knowledge of bid information.



		Undisclosed conflict of interest

		· 

		•	Conflict of interest policy, with an annual declaration and register.



		Bribes and kickbacks

		· 

		· Requirement by MA for beneficiaries to have strong controls on bidding procedures, e.g. enforcing submission deadlines. Review of the operation of this control by the MA for a sample of beneficiaries.

· Requirement by MA for beneficiaries to review all contract awards with a secondary mechanism for indications such as winning bids being very close to the next lowest bid, late bids winning, and / or evidence of the winning bidder communicating privately with contracting personnel. Review of the operation of this control by the MA for a sample of beneficiaries.

· Review by MA of a sample of winning tenders for indications such as winning bids being very close to the next lowest bid, late bids winning, and / or evidence of the winning bidder communicating privately with contracting personnel, for any indications of fraudulent behaviour.



		Collusive bidding

		· 

		· Requirement by MA for beneficiaries to have controls in place to detect persistently high or unusual bid data (such as bid evaluators that have a knowledge of the marketplace) and to unusual relationships between third parties (e.g. rotation of contracts). Review of the operation of this control by the MA for a sample of beneficiaries.

· Requirement by MA that beneficiaries 'benchmark' price comparators for standard goods or services.  Review of the operation of this control by the MA for a sample of beneficiaries.



		Manipulation of bids

		· 

		· Requirement by MA for beneficiaries to have a tender process that includes a transparent bid opening process, and adequate security arrangements for unopened tenders. Review of the operation of this control by the MA for a sample of beneficiaries.



		Defective pricing

		· 

		· Requirement by MA that beneficiaries have controls in place to corroborate prices quoted by the third parties to other independent sources. Review of the operation of this control by the MA for a sample of beneficiaries.

· Requirement by MA for the use of standard unit costs by the beneficiaries for regularly purchased supplies.



		'Phantom' service providers

		· 

		· Requirement by the MA for beneficiaries to complete background checks on all third parties. This can include general website checks, companies location and contact information etc. Review of the operation of this control by the MA for a sample of beneficiaries.



		Single contractor double claims costs

		· 

		· Requirement by MA that beneficiaries review activity reports and contract outputs for evidence of costs (e.g. staff names) and are contractually permitted to request additional evidence in support (e.g. time recording systems).  Review of the operation of this control by the MA for a sample of beneficiaries.



		Product substitution

		· 

		· Requirement by MA for beneficiaries to review products / services purchased against contract specifications, using relevant experts. Review of the operation of this control by the MA for a sample of beneficiaries.

· Review by MA of a sample of activity reports and specific products / services purchased against contract specifications.



		Non-existence of products or operation not carried out in line with grant agreement

		· 

		· Requirement by MA for beneficiaries to request works certificates or other forms of verification certificates, awarded by an independent third party, on the completion of the contract. Review of the operation of this control by the MA for a sample of beneficiaries.  

· Review by MA of a sample of works certificates or other forms of verification certificates.



		False, inflated or duplicate invoices

		· 

		· Requirement by MA for beneficiaries to perform a review of invoices submitted for duplication (i.e. multiple invoices with the same amount, invoice no, etc.) or falsification. Review of the operation of this control by the MA for a sample of beneficiaries.  

· Requirement by MA for beneficiaries to compare the final price of products / services against budget and generally accepted prices for similar contracts. Review of the operation of this control by the MA for a sample of beneficiaries.

· Review by MA of a sample of project outputs against costs for any evidence that the work was not completed or that the necessary costs were incurred.










		2. IMPLEMENTATION AND VERIFICATION OF OPERATIONS



		Overarching controls



		· Whistle-blowing mechanism could be put in place for suspected fraudulent behaviour

· Use of data mining tools, such as ARACHNE

· Effective management verifications

· Compliance with national requirements for independent audit of project costs by beneficiaries



		Specific Fraud Risk

		Control description

		Recommended mitigating controls (or specific checks to be included in the management verifications)



		Costs claimed for inadequately qualified labour

		Guidance to beneficiaries

· Effective communication to beneficiaries of their rights and obligations in particular the national eligibility rules laid down from the programme, the applicable Community rules on eligibility, the specific conditions concerning the products or services to be delivered under the operation, the financing plan, the time-limit for execution, the requirements concerning separate accounting or adequate accounting codes, the information to be kept and communicated 

· The existence of clear and unambiguous national eligibility rules laid down for the programme 

· The existence of a strategy to ensure that beneficiaries have access to the necessary information and receive an appropriate level of guidance



Management verifications

· The existence of written procedures and comprehensive checklists for management verifications 

· Management verifications to be completed before certification

· All applications for reimbursement to be subject to administrative verification, including review of claim and supporting documentation 

· On-the-spot verifications to be undertaken when the project is well under way 

· Evidence is kept for the work done and results obtained and follow up of findings 

· Sampling to be based on adequate risk assessment 

· Existence of procedures to ensure that certifying authority receives all necessary information 



Audit trails

· Accounting records should be kept by the MA that provide detailed information on expenditure actually incurred in each co-financed operation by beneficiary 

· Technical specifications and financial plan of the operation, progress and monitoring reports, documents concerning application, evaluation, selection, grant approval and tendering and contracting procedures and reports on inspections of the products and services co-financed should be kept at an appropriate management level 

· The MA should verify whether the beneficiaries maintain either a separate accounting system or separate accounting code for all transactions 

· Procedures should be in place to ensure that all documents required to ensure an adequate audit trail are held 







Accounting, monitoring and financial reporting systems

A computerised system capable of providing reliable and relevant information works effectively 

		· Review of final activity and financial reports for any discrepancies between planned against actual personnel.

· Request of additional evidence (e.g. certificates of qualification) to confirming the suitability of any significant substitutes.

· Prior authorisation for significant changes in key personnel.

· Requirement for beneficiaries to review key third party personnel involved within the implementation of a contract in comparison to those proposed in tenders and request evidence confirming the suitability of significant substitutes.  Reviews of operation of this control by the MA in a sample of beneficiaries.

· Requirement for beneficiaries to give prior authorisation to third parties for significant changes in personnel. Reviews of operation of this control by the MA in a sample of beneficiaries.



		False labour costs

		· 

		· Verification of evidence from beneficiaries for completion of project activities e.g. attendance registers, time recording systems.

· Review of final activity and financial reports received from beneficiaries for any discrepancies between planned and actual activities.

· Requirement for beneficiaries to verify evidence supplied by third parties in support of the completion of activities e.g. attendance registers, timekeeping records. Review of the operation of this control by the MA for a sample of beneficiaries.

· Requirement for beneficiaries to review final activity and financial reports for any discrepancies between planned and actual activities. Review of the operation of this control by the MA for a sample of beneficiaries.



		Uncompensated overtime claimed as actual cost

		· 

		· Review of final financial and activity reports and supporting documentation for indications that overtime is being claimed (excessive numbers of working hours for project staff, fewer number of implementing staff than planned but all activities achieved).

· Requirement for beneficiaries to review invoices from suppliers against supporting documentation for indications that overtime is being claimed (excessive numbers of working hours for project staff, fewer number of implementing staff  than planned) Review of the operation of this control by the MA in a sample of beneficiaries.



		Incorrect time rates claimed

		· 

		· Review of final financial reports against evidence supporting actual salary costs incurred (e.g. contracts, payroll data) and time spent on project activities (e.g. time recording systems, attendance records).

· For labour costs of third parties - the MA requires that beneficiaries review invoices for labour costs against evidence supporting actual salary costs incurred (e.g. contracts, payroll data) and time spent on project activities (e.g. time recording systems, attendance records). All evidence is scrutinised with appropriate scepticism. The MA  reviews the operation of this control in a sample of beneficiaries.



		Labour costs are apportioned incorrectly between projects

		· 

		· Review of evidence from beneficiaries to independently verify the apportionment of staff costs for project activities e.g. attendance registers, time recording systems, data from accounting ledgers.



		Inaccurate descriptions of activities completed by personnel

		· 

		· Review of evidence from beneficiaries to independently verify the completion of project activities e.g. attendance registers, time recording systems.

· Review of final activity and financial reports for discrepancies between planned and actual activities.

· Requirement for beneficiaries to review evidence from third parties to independently support the completion of activities e.g. attendance registers, timekeeping records. Reviews of the operation of this control by the MA for a sample of beneficiaries.

· Requirement for beneficiaries to review final activity and financial reports for any discrepancies between planned and actual activities. Review of the operation of this control by the MA for a sample of beneficiaries.



		Staff costs claimed for personnel that do not exist

		· 

		· Review of evidence from beneficiaries to independently verify the existence of staff e.g. contracts, social security details.

· Requirement for beneficiaries to review evidence from third parties that can independently verify the existence of staff e.g. contracts, social security details. Review of the operation of this control by the MA for a sample of beneficiaries.



		Staff costs claimed for activities that took place outside of the implementation period

		· 

		· Review of evidence from beneficiaries that can independently verify that costs were incurred within project deadlines e.g. original invoices, bank statements.

· Requirement for beneficiaries to review evidence from third parties that can independently verify that costs were incurred within project deadlines e.g. original invoices, bank statements. Review of the operation of this control by the MA for a sample of beneficiaries.
















		3. CERTIFICATION AND PAYMENTS



		Overarching controls



		· Conflict of interest policy, with an annual declaration and register

· Effective management verifications

· Whistle-blowing mechanism  could be put in place for suspected fraudulent behaviour

· Regular adequate training courses on ethics and integrity, covering individual responsibilities.





		Specific Fraud Risk

		Control description

		Recommended mitigating controls



		Incomplete / inadequate management verification process that does not give adequate assurance against fraud

		Allocation of roles in MA and CA

· Clear definition and allocation of functions 



Management verifications

· The existence of written procedures and comprehensive checklists for management verifications

· Management verifications to be completed before certification 

· All applications for reimbursement to be subject to administrative verification, including review of claim and supporting documentation 

· On-the-spot verifications to be undertaken when the project is well under way 

· Evidence is kept for the work done and results obtained and follow up of findings 

· Sampling to be based on adequate risk assessment 

· Existence of procedures to ensure that certifying authority receives all necessary information



Certifications

· Adequate accounting records should be maintained in computerised form by the CA

· Audit trail within the CA should allow reconciliation of the expenditure declared to the Commission with the statements received from MA 

· CA has specified the information that it requires on the procedures operated by the MA for the verification of expenditure and has put into place procedures to ensure that it receives it on a timely basis 

· CA reviews the reports reviews the reports drawn up by the MA

· CA reviews the results of all audits 

· CA ensures that the results of these examinations are properly taken into account 

· CA reconciles and does an arithmetic check of the payment requests



 

		· Detailed secondary review by MA of a sample of management verifications, ensuring they have been performed in line with relevant guidelines and standards.



		Incomplete / inadequate certification process that does not give adequate assurance against fraud

		

		· Staff carrying out expenditure certifications are adequately qualified and trained, with up to date refresher training on fraud awareness. The MA reviews the adequacy of these training programmes.

· Review by the AA of expenditure certifications performed by the CA, ensuring they have been performed in line with relevant guidelines and standards.



		Conflicts of interest within the MA has undue influence on the approval of payments

		

		· The payment process has several segregated stages of approval, where evidence for the validity of expenditure is required (e.g. independent audit opinions) before approval can be given



		Conflicts of interest within the CA has undue influence on the certification

		

		· The certification process has several segregated stages of approval before confirmation can be given for the validity of the expenditure








		4. DIRECT PROCUREMENT BY MANAGING AUTHORITIES (only if applicable )



		Overarching controls



		· Review of tender awards by a secondary mechanism other than the selection panel (e.g. senior level personnel within the MA)

· Regular independent audits

· Conflict of interest policy, with an annual declaration and register

· Whistle-blowing mechanism  could be put in place for suspected fraudulent behaviour

· [bookmark: _GoBack]Regular adequate training courses on ethics and integrity, covering individual responsibilities and consequences for non-adherence.





		Specific Fraud Risk

		Control description

		Additional recommended controls



		Unjustified single source awards to avoid tendering or select favoured suppliers

		Audit trails

· Procedures should be in place to ensure that all documents required to ensure an adequate audit trail are held 



Accounting, monitoring and financial reporting systems

· A computerised system capable of providing reliable and relevant information works effectively

		· Prior approval for all single source awards are given by secondary mechanism other than the procuring department (e.g. senior level personnel within the MA).



		Lack of tendering process for favoured suppliers

		· 

		· Independent review of significant size contracts for evidence of tendering prior to payment of any invoices.



		Extension / extension of existing contracts to avoid retendering

		· 

		· Prior approval for all contract extensions are given by secondary mechanism other than the procuring department (e.g. senior level personnel within the MA).



		Rigged specifications to favour certain bidders

		· 

		· All contract notices are reviewed by a secondary mechanism than the procuring department prior to publication (e.g. senior level personnel within the MA), who each verify that bid specifications are not too narrow.



		Leaking bid data

		· 

		· A secondary panel conducts a review of a sample of winning bids against competition for any indications of prior knowledge of bid information.

· High level of transparency in the award of contracts , such as the publication of all contract information that is not publically sensitive.



		Undisclosed conflict of interest

		· 

		· Conflict of interest policy, with an annual declaration and register



		Bribes and kickbacks

		· 

		· Enforced submission deadlines.

· Review of a sample of winning bids for indications such as winning bids being very close to the next lowest bid, late bids winning, and / or evidence of the winning bidder communicating privately with contracting personnel.
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ANTI-FRAUD POLICY[footnoteRef:1] TEMPLATE [1:  The anti-fraud policy statement, together with procedures for adequate fraud risk assessment and the putting in place of effective and proportionate anti-fraud measures through an action plan (whenever the net risk after controls is significant or critical), are key components of the managing authority's anti-fraud programme or strategy. ] 




[this template suggests how the managing authority (MA) could structure its anti-fraud policy statement, and also includes a commitment from the audit authority]



Introduction



The Managing Authority (MA) for [insert programme details] is committed to maintain high legal, ethical and moral standards, to adhere to the principles of integrity, objectivity and honesty and wishes to be seen as opposed to fraud and corruption in the way that it conducts its business. All members of staff are expected to share this commitment. The objective of this policy is to promote a culture which deters fraudulent activity and to facilitate the prevention and detection of fraud and the development of procedures which will aid in the investigation of fraud and related offences and which will ensure that such cases are dealt with timely and appropriately.



A procedure is in place for the disclosure of situations of conflict of interests. 



The term fraud is commonly used to describe a wide range of misconducts including theft, corruption, embezzlement, bribery, forgery, misrepresentation, collusion, money laundering and concealment of material facts. It often involves the use of deception to make a personal gain for oneself, a connected person or a third party, or a loss for another – intention is the key element that distinguishes fraud from irregularity. Fraud does not just have a potential financial impact, but it can cause damage to the reputation of an organisation responsible for managing funds effectively and efficiently. This is of particular importance for a public organisation responsible for the management of EU funds. Corruption is the abuse of power for private gain. Conflict of interests exists where the impartial and objective exercise of the official functions of a person are compromised for reasons involving family, emotional life, political or national affinity, economic interest or any other shared interest with e.g. an applicant for or a recipient of EU funds. 



Responsibilities



· Within the MA, overall responsibility for managing the risk of fraud and corruption has been delegated to [insert details of department or person] who has the responsibility for

· Undertaking a regular review, with the help of a risk assessment team, of the fraud risk; 

· Establishing an effective anti-fraud policy and fraud response plan;

· Ensuring fraud awareness of staff and training;

· Ensuring that the MA refers promptly investigations to competent investigation bodies when they occur;

· Process owners/managers of the MA are  responsible for the day-to-day management of fraud risks and action plans, as set out in the fraud risk assessment and particularly for

· Ensuring that an adequate system of internal control exists within their area of responsibility;

· Preventing and detecting fraud;

· Ensuring due diligence and implementing precautionary actions in case of suspicion of fraud

· Taking corrective measures, including  any administrative penalties, as relevant.

· The Certifying Authorities have a system which records and stores reliable information on each operation;  they receive adequate information from the MA on the procedures and verifications carried out in relation to expenditure

· The Audit Authority has a responsibility to act in accordance within professional standards[footnoteRef:2] in assessing the risk of fraud and the adequacy of the control framework in place. [2:  International Standards for the Professional Practice of Internal Auditing, International Standards on Auditing] 






Reporting Fraud

The MA has procedures in place for reporting fraud, both internally and to the European Anti-Fraud Office […….insert details of internal reporting lines and those reporting to the European Anti-Fraud Office….]. 



All reports will be dealt with in the strictest of confidence and in accordance with […insert details of relevant Data Protection/Disclosure Act…]. Staff reporting irregularities or suspected frauds are protected from reprisals. 



Anti-fraud measures

[bookmark: _GoBack]The MA has put in place proportionate anti-fraud measures based on a thorough fraud risk assessment (cf. the Commission's guidance on the implementation of Article 125.4 c)). In particular, it uses IT tools to detect risky operations (such as ARACHNE) and ensures that staff is aware of fraud risks and receives anti-fraud training. The MA carries out a vigorous and prompt review into all cases of suspected and actual fraud which have occurred with a view to improve the internal management and control system where necessary. […insert details of review procedures…].





Conclusion

Fraud can manifest itself in many different ways. The MA has a zero tolerance policy to fraud and  corruption, and has in place a robust control system that is designed to prevent and detect, as far as is practicable, acts of fraud and correct their impact, should they occur. 



[Delete or retain, as relevant:] This policy and all relevant procedures and strategies are supported by the […insert title of oversight body who will approve the Fraud Policy e.g. a Board..] who will proactively review and update them on a continual basis.
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                                   AUDIT AUTHORITY

Verification of the Managing Authority’s 
compliance with article 125.4 c) regarding 

Fraud risk assessment and effective and proportionate anti-fraud  measures for 2014-2020
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C.0 – Issues Log


		C1.1




		Assessment Process

		Y/N/


n/a

		Comments 



		

		Review the process for conducting the fraud risk assessment process and consider the following questions:



		

		



		1.

		Did the assessment team contain people with appropriate knowledge and experience of: fraud risks and associated responses, the design and operating effectiveness of controls, risk assessments?




		

		



		2.

		Was an adequate amount of time and resource spent on the exercise for it to be a meaningful and credible exercise?




		

		



		3.

		Is there evidence that sources of information such as audit reports, fraud reports and control self-assessments were taken into account during the risk assessment process?

		

		



		4.

		Was the self-assessment process clearly documented, allowing for clear review of the conclusion reached?

		

		



		5.

		Is there evidence that senior management had adequate oversight and/or involvement in the process and that approved the net level of risk exposure?

		

		





		C1.2




		Gross Risks 




		Y/N/


n/a

		Comments 



		

		Sample selection:


Select a sample of Risk References from the fraud risk assessment tool. This sample should:


- cover all processes ( 1) selection of applicants, 2) implementation of programme, 3) certification and payments and 4) direct procurement by MA (when applicable))

- include risks across all categories of gross risk scores (tolerable, significant and critical).

For each of these risks, complete the following tests:

		

		



		1

		Review the Risk Impact (GROSS) score against the scoring scales in the ‘Guidance Note on Fraud Risk Assessment’. Is the score consistent with:

- explanations provided by the assessment team;

- supporting evidence provided by the assessment team;

- your knowledge of the GROSS risk environment.

		

		



		2

		Review the Risk Likelihood (GROSS) score against the scoring scales in the ‘Guidance Note on Fraud Risk Assessment’. Is the score consistent with:


- explanations provided by the assessment team;


- supporting evidence provided by the assessment team;


- your knowledge of the GROSS risk environment.

		

		



		3

		Has the total GROSS risk been calculated correctly and has it been correctly graded (tolerable, significant, critical)?

		

		





		C.1.3




		Existing Controls and Net Risk 




		Y/N/


n/a

		Comments 



		

		Sample selection:


Select a sample of risks from the fraud risk assessment tool. This sample should:

- cover all processes ( 1) selection of applicants, 2) implementation of programme, 3) certification and payments and 4) direct procurement by MA (when applicable))

- include risks across the significant and critical GROSS risk scores.

For each of these risks, complete the following tests:

		

		



		1

		Review the details of the existing controls that the assessment team have documented. For each, confirm the following:

		

		



		a.

		Do these controls exist?

		

		



		b.

		Do you agree with the assessment team’s response regarding whether the operation of these controls is documented? Is there documentary evidence to support this?

		

		



		c.

		Do you agree with the assessment team’s response regarding whether the controls are regularly tested? Is there documentary evidence to support this?

		

		



		2.

		Review the score given for the effect of the combined controls on the gross risk IMPACT. Is the score consistent with:


- your knowledge of the effectiveness of the design of the controls in mitigating the specific risk;


- supporting evidence confirming that the controls are operating effectively (from testing carried out by the MA, the AA, IA or other audit body).

		

		



		3.

		Review the score given for the effect of the combined controls on the gross risk LIKELIHOOD. Is the score consistent with:


- your knowledge of the effectiveness of the design of the controls in mitigating the specific risk;


- supporting evidence confirming that the controls are operating effectively (from testing carried out by the MA, the AA, IA or other audit body).

		

		



		4.

		Has the total NET risk been calculated correctly and has it been correctly graded (tolerable, significant, critical)?

		

		





		C.1.4




		Action Plan and Target Risk




		Y/N/


n/a

		Comments 



		

		Sample selection:


Select a sample of risks from the fraud risk assessment tool. This sample should:


- cover all processes ( 1) selection of applicants, 2) implementation of programme, 3) certification and payments and 4) direct procurement by MA (when applicable))

- includes risks across the significant and critical NET risk scores.


For each of these risks, complete the following tests:

		

		



		1

		Review the score given for the effect of the planned new controls on the net risk IMPACT. Is the score consistent with:


- your knowledge of the effectiveness of the design of the controls in mitigating the specific risk;

		

		



		2

		Review the score given for the effect of the planned new controls on the net risk LIKELIHOOD. Is the score consistent with:


- your knowledge of the effectiveness of the design of the controls in mitigating the specific risk;

		

		



		3

		Has the total TARGET  risk been calculated correctly and has it been correctly graded (tolerable, significant, critical)?

		

		



		4

		Do the planned additional controls appear to be optimal and well-considered? 
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1. Applicant selection



		1: ASSESSMENT OF EXPOSURE TO SPECIFIC FRAUD RISKS - SELECTION OF APPLICANTS BY MANAGING AUTHORITIES



		DESCRIPTION OF RISK

		Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
(Managing Authority (MA) / Implementing Bodies (IP) / Certifying Authority (CA) / Beneficiaries (BF) / Third Parties (TP))		Is the risk internal (within the MA), external, or a result of collusion?		Is this risk relevant to your Managing Authority?		If you have answered NO, provide justification for your answer

		SR1		Conflicts of interest within the evaluation board		Members of the MA's evaluation board intentionally influence the evaluation and selection of applicants to favour a certain applicants by providing favourable treatment to the their application in the evaluation or by exerting pressure on other panel members 		Managing Authority and Beneficiaries		Internal / Collusion

		SR2		False declarations by applicants		Applicants submit false declarations in the application, misleading the evaluation board that they comply with the general and specific eligibility criteria to win an application procedure		Beneficiaries		External

		SR3		Double funding		An organisation applies for funding for the same project from several EU funds and/or Member States without declaring these applications		Beneficiaries		External

		SRX				Insert description  of additional risks…















































												Y

												N











































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































SR1



						RISK DESCRIPTION														Yes		High

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?						No		Medium

						SR1		Conflicts of interest within the evaluation board		Members of the MA's evaluation board intentionally influence the evaluation and selection of applicants to favour a certain applicant by providing favourable treatment to the their application in the evaluation or by exerting pressure on other panel members 		Managing Authority and Beneficiaries		Internal / Collusion								Low

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		SC 1.1		The evaluation board is comprised of several senior management personnel who are rotated, with some level of randomness in their selection for participation in each evaluation board.								-1		-1		0		0		0

								SC 1.2		The MA has a secondary panel in place to review a sample of decisions made by the preliminary evaluation panel. 

								SC 1.3		The MA has a conflict of interest policy, including an annual declaration and register for all personnel, in place and has measures  in place to ensure that these are followed.

								SC 1.4		The MA implements regular adequate training courses on ethics and integrity for all personnel.

								SC 1.5		The MA ensures that individuals are aware of the consequences of partaking in activities that may call their integrity into question, with clear descriptions of  the consequences associated with specific misdemeanours.

								SC 1.6		All calls for application should be published.

								SC 1.7		 All applications should be recorded and  evaluated in accordance with applicable criteria.

								SC 1.8		 All decisions on the acceptance / rejection of applications should be communicated to the applicants.

								SC 1.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4





SR2



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						SR2		False declarations by applicants		Applicants submit false declarations in the application, misleading the evaluation board that they comply with the general and specific eligibility criteria to win an application procedure		Beneficiaries		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		SC 2.1		The MA's screening process for project applications includes independent verification of all supporting documents.								-1		-2		0		-1		0

								SC 2.2		The MA's screening process makes use of prior knowledge of the beneficiary to make an informed decision as to the veracity of declarations and information submitted.

								SC 2.3		The MA's screening process includes using knowledge of previous fraudulent applications and other fraudulent practices.

								SC 2.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





SR3



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						SR3		Double funding		An organisation applies for funding for the same project from several EU funds and/or Member States without declaring these applications		Beneficiaries		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		3		3		SC 3.1		The MA's screening process includes cross checks with the national authorities administering other funds, and also other relevant Member States.								-1		-2		0		1		0

								SC 3.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		1		0												-1		-1		-1		0		0

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





SRX



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						SRX		0		Insert description  of additional risks…		0		0

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

						0		SC X.1														0		0		0

								SC X.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0																0		0		0

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





2. Implementation & Verificati

		2: ASSESSMENT OF EXPOSURE TO SPECIFIC FRAUD RISKS - IMPLEMENTATION OF PROGRAMME AND VERIFICATION OF ACTIVITIES

		RISK DESCRIPTION

		Risk Ref		Risk Title		Risk description		Detailed risk description		Who is involved in the risk? 
(Managing Authority (MA) / Implementing Bodies (IP) / Certifying Authority (CA) / Beneficiaries (BF) / Third Parties (TP))		Is the risk internal (within the MA), external, or a result of collusion?		Is this risk relevant to your Managing Authority?		If you have answered NO, provide justification for your answer

		Implementation - public procurement risks for contracts tendered and managed by beneficiaries

		IR1		Undisclosed conflict of interests or bribes and kickbacks		A member of staff of staff of the beneficiary favours an applicant / tenderer because:
- an undeclared conflict of interest occurred or
- bribes or kickbacks were paid		1) Beneficiaries may award sub-contracts to third parties in which a member of staff has an interest, whether financial or otherwise. Similarly organisations  may not fully  disclose all conflicts of interest when applying for a contract or 2) Third parties that have applied for contracts may offer kickbacks or bribes to the beneficiaries in order to influence the award of contracts.     		Beneficiaries and Third Parties		External

		IR2		Avoidance of required competitive procedure		A beneficiary avoids the required competitive procedure in order to favour a particular applicant in either winning or maintaining a contract by:                                                                         
- split purchases or
- unjustified single source award or
- not organising a tendering process or
- irregular extension of the contract.		1) Beneficiaries may split a purchase into two or more purchase orders or contracts in order to avoid having to launch a competitive procedure or higher-level management review or 2) Beneficiaries may falsify single source acquisition justification by drafting very narrow specifications or 3) Beneficiaries may award contracts to favoured third parties without the required tendering process or 4) Beneficiaries may extend original contract lengths via a contract amendement or additional condition, in order to avoid a re-tendering process. 		Beneficiaries and Third Parties		External

		IR3		Manipulation of the competitive procedure process		A member of staff of an MA favours a tenderer in a competitive procedure through:
- rigged specifications or
- leaking bid data or
- manipulation of bids.		1) Beneficiaries may tailor requests for bids or proposals so that they contain specifications which are tailored to meet the qualifications of a particular bidder, or which only one bidder can meet. Specifications which are too narrow can be used to exclude other qualified bidders or 2) Contracting, project design or bid evaluation personnel from a beneficiary may leak confidential information to help a favoured bidder formulate a superior technical or financial proposal, such as estimated budgets, preferred solutions, or the details of competing bids or 3) Beneficiaries can manipulate bids after receipt to ensure that a favoured contractor is selected		Beneficiaries and Third Parties		External

		IR4		Collusive bidding		Bidders manipulate the competitve procedure organised by a beneficiary to win a contract by colluding with other bidders or setting up fake bidders:
- collusive bidding including bidding by interlinked companies or
- phantom service provider		1) Third parties in a particular geographic area or region or industry can conspire to defeat competition and raise prices through various collusive bidding schemes, such as complementary bidding, bid suppression, bid rotation and market division or 2) Third parties may set up a 'phantom' service provider to submit complementary bids in collusive bidding schemes, to inflate costs or simply to generate fictitious invoices.In addition, an employee of the beneficiary can authorise payments to a fictitious seller in order to embezzle funds. 		Third parties		External

		IR5		Defective pricing		A bidder manipulates the competitive procedure by not specifying certain costs in its bid		Third parties may fail to disclose current, complete and accurate cost or pricing data in their price proposals resulting in an increased contract price. 		Third Parties		External

		IR6		Manipulation of cost claims 		A contractor manipulates cost claims or invoices to overcharge or recharge incurred costs.
- Single contractor double claims costs or
- False, inflated or duplicate invoices.
		1) A third party with multiple similar work orders might charge the same personnel costs, fees or expenses to several contracts or 2) Third parties might knowingly submit false, inflated or duplicate invoices, either acting alone or in collusion with contracting personnel. 		Third Parties		External

		IR7		Non-delivery or substitution of products		Contractors violate the contract conditions by non-delivery of agreed products or alterations and substitution with inferior quality
- Product substitution or
- Non-existence of products or operation not carried out in line with grant agreement		1) Third parties may substitute inferior quality items for those which are specified in the contract or otherwise fail to meet contract specifications and then knowingly misrepresent that they have. Benefeciaries may be complicit in this fraud or 2) Some or all products or services to be supplied as part of a contract may not be provided, or the contract was knowingly not carried out in line with the grant agreement. 		Beneficiaries and Third Parties		External

		IR8		Amendment of existing contract		A beneficiary and a contractor collude to amend an existing contract with more favourable conditions for the third party to such an extent that the original procurement decision is no longer valid.		Amendment may be made to a contract after it has been agreed between a beneficiary and a third party, changing the contract terms/conditions to such an extent that the original procurement decision may no longer be valid.   		Beneficiaries and Third Parties		External

		Implementation - risks with labour costs incurred within beneficiaries or third parties

		IR9		Overstatement of quality or activities of personnel		A contractor intentionally overstates the quality of provided personnel or activities to claim them as eligible costs.
- Inadequately qualified labour or
- Inaccurate descriptions of activities completed by personnel 
		1) A beneficiary or third party may propose a team of adequately qualified personnel in a tender, only to implement the action with personnel that are inadequately qualified or 2) A beneficiary or third party may knowingly falsify descriptions of tasks performed by personnel in order to ensure that costs claimed are considered eligible		Beneficiaries or Third Parties		External

		IR10		False labour costs		A beneficiary claims knowingly false labour costs for activities that are not carried out or not carried out in accordance with the contract.
- False labour costs or
- Uncompensated overtime or
- Incorrect time rates claimed or
- Staff costs claimed for personnel that do not exist or
- Staff costs claimed for activities that took place outside the implementation period.		1) A beneficiary or third party may knowingly claim false labour, by inflating the number of working hours completed by the trainers, or by falsifying documents supporting the existence of such events, such as the record of attendance and invoices for the renting of teaching rooms or 2) A beneficiary or third party may knowingly claim overtime where no credit for the extra hours is usually give to staff or 3) A beneficiary or third party may knowingly claim inflated rates for personnel by misrepresenting hourly rates or actual working hours 4) A beneficiary or a third party may falsify documentation in order to claim costs for personnel that are not emplyed, or which do not exist or 5) A beneficiary or third party may knowingly falsify documentation to ensure that costs appear to have been incurred during the relevant implementation period.  		Beneficiaries or Third Parties		External

		IR11		Labour costs are apportioned incorrectly to specific projects		A beneficiary knowingly incorrectly apportions staff costs between EU projects and other sources of funding		A beneficiary may knowingly incorrectly apportion staff costs between EU projects and other sources of funding		Beneficiaries		External

		IRXX				Insert description  of additional risks…

														Y

														N

















































IR1



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR1		Undisclosed conflict of interests or bribes and kickbacks		A member of staff of staff of the beneficiary favours an applicant / tenderer because:
- an undeclared conflict of interest occurred or
- bribes or kickbacks were paid		Beneficiaries and Third Parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Undeclared conflict of interest										-1		-2		0		-1		0

								IC 1.1		The  MA requires that beneficiary evaluation boards are comprised of several senior management personnel who are rotated, with some level of randomness in their selection for participation. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 1.2		The MA requires beneficiaries to have conflict of interest policies, declarations and conflicts registers and reviews their operation for a sample of beneficiaries.

								IC 1.3		The MA give clear guidance or training to beneficiaries on ethics, conflicts of interest and the implications of non-adherence to accepted  guidelines.

								IC 1.4		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 1.X		Insert description  of additional controls……

								Bribes and kickbacks

								IC 1.11		The  MA requires that beneficiary evaluation boards are comprised of several senior management personnel who are rotated, with some level of randomness in their selection for participation. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 1.12		The MA requires beneficiaries to have conflict of interest policies, declarations and conflicts registers and reviews their operation for a sample of beneficiaries.

								IC 1.13		The MA give clear guidance or training to beneficiaries on ethics, conflicts of interest and the implications of non-adherence to accepted  guidelines.

								IC 1.14		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 7.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR2

																						1

						RISK DESCRIPTION																2

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?								2

						IR2		Avoidance of required competitive procedure		A beneficiary avoids the required competitive procedure in order to favour a particular applicant in either winning or maintaining a contract by:                                                                         
- split purchases or
- unjustified single source award or
- not organising a tendering process or
- irregular extension of the contract.		Beneficiaries and Third Parties		External								4

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Split purchases										-1		-1		0		0		0

								IC 2.1		The MA reviews a list of proposed contracts by beneficiaries prior to implementation of programmes for contracts just under threshold values



								IC 2.2		The MA requires that contract awards are reviewed by a secondary mechanism within the beneficiary other than the selection panel (e.g. senior level personnel within the beneficiary), who each verify that procurement procedures have been followed. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 2.3		There is evidence that an Internal Audit function within the beneficiaries regularly reviews the operation of internal controls over procurement.

								IC 2.X		Insert description  of additional controls…

								Unjustified single source awards

								IC 2.11		The MA requires that prior approval is given for all single source awards by secondary mechanism other than the procuring department (e.g. senior level personnel within the beneficiary). The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 2.12		Single source awards must have prior authorisation from the MA.

								IC 2.13		The MA performs a periodic review of a sample of contracts in order to ensure that technical specifications are not too narrow in comparison to services required for the programme.

								IC 2.14		There is evidence that an Internal Audit function within the beneficiaries regularly reviews the operation of internal controls over procurement.

								IC 2.X		Insert description  of additional controls……

								Irregular extension of the contract

								IC 2.21		The MA requires that all contract awards are reviewed by a secondary mechanism within the beneficiary other than the selection panel (e.g. senior level personnel within the beneficiary), who each verify that procurement procedures have been followed. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 2.22		The MA performs a periodic review of a sample of contracts in order to ensure that the correct procurement process has been followed.

								IC 2.23		The MA requires that beneficiaries have conflict of interest policies, declarations and conflicts registers and reviews their operation for a sample of beneficiaries. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 2.24		There is evidence that an Internal Audit function within the beneficiaries regularly reviews the operation of internal controls over procurement.

								IC 2.X		Insert description  of additional controls……

								Lack of tendering process

								IC 2.31		The MA requires beneficiaries to have a secondary mechanism other than the procuring department to approve contract amendments. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 2.32		Contract amendments that extend an original agreement above a pre-defined significant threshold must have prior authorisation from the MA.

								IC 2.33		There is evidence that an Internal Audit function within the beneficiaries regularly reviews the operation of internal controls over procurement.

								IC 2.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR3



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR3		Manipulation of the competitive procedure process		A member of staff of an MA favours a tenderer in a competitive procedure through:
- rigged specifications or
- leaking bid data or
- manipulation of bids.		Beneficiaries and Third Parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Rigged specifications										-1		-1		0		0		0

								IC 3.1		The MA requires beneficiaries to have a secondary mechanism other than the procuring department to verify that bid specifications are not too narrow. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 3.2		The MA performs a periodic review of a sample of contracts in order to ensure that technical specifications are not too narrow in comparison to services required for the programme.

								IC 3.3		There is evidence that an Internal Audit function within the beneficiaries regularly reviews the operation of internal controls over procurement.

								IC 3.X		Insert description  of additional controls……

								Leaking bid data

								IC 3.11		The MA requires  beneficiaries to have a secondary mechanism that conducts a review of a sample of winning bids against competition for any indications of prior knowledge of bid information. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 3.12		The MA requires a high level of transparency in the award of contracts, such as the publication of all contract information that is not publically sensitive. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 3.13		The MA performs a periodic review of a sample of winning bids against competition for any indications of prior knowledge of bid information.

								IC 3.14		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 3.X		Insert description  of additional controls……

								Manipulation of bids

								IC 3.21		The MA requires that the tender process includes a transparent bid opening process, and adequate security arrangements for unopened tenders. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 3.22		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 3.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR4



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR4		Collusive bidding		Bidders manipulate the competitve procedure organised by a beneficiary to win a contract by colluding with other bidders or setting up fake bidders:
- collusive bidding including bidding by interlinked companies or
- phantom service provider		Third parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Collusive bidding										-1		-1		0		0		0

								IC 4.1		The MA requires that beneficiaries have controls in place to detect persistently high or unusual bid data (such as bid evaluators that have a knowledge of the marketplace) and to unusual relationships between third parties (e.g. rotation of contracts).The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 4.2		The MA requires that beneficiaries 'benchmark' price comparators for standard goods or services. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 4.3		The MA provides training for concerned beneficiaries in preventing and detecting fraudulent behaviour within public procurement.

								IC 4.4		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 4.5		Check whether companies participating in  a tender (in particular three offers' procedures) are interlinked (management, owners etc) using open sources or ARACHNE

								IC 4.6		Check whether companies that had participated in a tender subsequently become contractor or subcontractor of the winning tenderer

								IC 4.X		Insert description  of additional controls……

								Phantom service provider

								IC 4.11		The MA requires the beneficiary to complete background checks on all third parties. This can include general website checks, companies house information etc. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 4.12		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 4.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR5



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR5		Defective pricing		A bidder manipulates the competitive procedure by not specifying certain costs in its bid		Third Parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		IC 5.1		The MA requires that beneficiaries have controls in place to corroborate prices quoted by the third parties to other independent sources. The MA reviews the operation of these controls for a sample of beneficiaries. 
		Yes		Yes		M		-1		-2		0		-1		0

								IC 5.2		The MA requires the use of standard unit costs by the beneficiaries for regularly purchased supplies. 

								IC 5.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR6



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR6		Manipulation of cost claims 		A contractor manipulates cost claims or invoices to overcharge or recharge incurred costs.
- Single contractor double claims costs or
- False, inflated or duplicate invoices.
		Third Parties		Internal / Collusion

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Double claims										-1		-1		0		0		0

								IC 6.1		The MA requires that the beneficiary reviews activity reports and contract outputs for evidence of costs (e.g. staff names) and is contractually permitted to request additional evidence in support (e.g. time recording systems).  The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 6.2		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 6.X		Insert description  of additional controls……

								False, inflated or duplicate invoices

								IC 6.11		The MA requires beneficiaries to perform a review of invoices submitted for duplication (i.e. multiple invoices with the same amount, invoice no, etc.) or falsification. The MA should review the operation of these controls for a sample of beneficiaries. 

								IC 6.12		The MA requires beneficiaries to compare the final price of products / services against budget and generally accepted prices for similar contracts. The MA should review the operation of these controls for a sample of beneficiaries. 

								IC 6.13		For a sample of projects, the MA should itself perform periodic reviews of project outputs against costs for any evidence that the work was not completed or that the necessary costs were incurred.

								IC 6.14		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 6.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1				-1		0		0

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR7



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR7		Non-delivery or substitution of products		Contractors violate the contract conditions by non-delivery of agreed products or alterations and substitution with inferior quality
- Product substitution or
- Non-existence of products or operation not carried out in line with grant agreement		Beneficiaries and Third Parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Product substitution										-1		-1		0		0		0

								IC 7.1		The MA requires beneficiaries to review products / services purchased against contract specifications, using relevant experts. The MA reviews the operation of these controls for a sample of beneficiaries. 

								IC 7.2		For a sample of projects, the MA itself reviews activity reports and specific products / services purchased against contract specifications.

								IC 7.3		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 7.X		Insert description  of additional controls……

								Non-existence of products

								IC 7.11		The MA requires beneficiaries to request works certificates or other forms of verification certificates, awarded by an independent third party, to be provided on the completion of the contract. tThe MA should review the operation of these controls for a sample of beneficiaries. 

								IC 7.12		For a sample of projects, the MA itself reviews works certificates or other forms of verification certificates to be provided on the completion of the contract. 

								IC 7.13		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								IC 7.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR8



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR8		Amendment of existing contract		A beneficiary and a contractor collude to amend an existing contract with more favourable conditions for the third party to such an extent that the original procurement decision is no longer valid.		Beneficiaries and Third Parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		IC 17.1		The MA requires that the beneficiaries' process for contract amendments requires approval from more than one senior member of staff who are independent from the selection process.								-1		-2		0		-1		0

								IC 17.2		Contract amendments that amend an original agreement above pre-defined significant thresholds (both value and length) must have prior authorisation from the MA.

								IC 17.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR9



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR9		Overstatement of quality or activities of personnel		A contractor intentionally overstates the quality of provided personnel or activities to claim them as eligible costs.
- Inadequately qualified labour or
- Inaccurate descriptions of activities completed by personnel 
		Beneficiaries or Third Parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Inadequately qualified labour										-1		-1		0		0		0

								IC 9.1		For labour costst of the beneficiary - the MA should review final activity and financial reports for any discrepancies between planned against actual personnel (persons and time used). Additional evidence (e.g. certificates of qualification) should be requested confirming the suitability of any significant substitutes.

								IC 9.2		For labour costst of the beneficiary - for significant changes in key personnel, prior authorisation from the MA is required.

								IC 9.3		For labour costs of third parties - the MA requires beneficiaries to review key personnel involved within the implementation of a contract in comparison to those proposed in tenders and request evidence confirming the suitability of significant substitutes.  The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 9.4		For labour costs of third parties - for significant changes in contracted personnel, the MA requires that the beneficiary must give prior authorisation. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 9.X		Insert description  of additional controls……

								Inaccurate descriptions of activities

								IC 9.11		For labour costs of beneficiaries - the MA routinely requests evidence from beneficiaries that can independently verify the completion of project activities e.g. attendance registers, time recording systems. These are scrutinised with appropriate scepticism.

								IC 9.12		For labour costs of beneficiaries - the MA routinely reviews final activity and financial reports received from beneficiaries for any discrepancies between planned and actual activities. Where differences are noted, explanations and additional evidence are requested and verified.

								IC 9.13		For labour costs of third parties - the MA requires that beneficiaries routinely request evidence from third parties that can independently support the completion of activities e.g. attendance registers, timekeeping records. These are scrutinised with appropriate scepticism. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 9.14		For labour costs of third parties - the MA requires that beneficiaries routinely review final activity and financial reports for any discrepancies between planned and actual activities. Where differences are noted, explanations and additional evidence should be requested. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 9.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR10



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR10		False labour costs		A beneficiary claims knowingly false labour costs for activities that are not carried out or not carried out in accordance with the contract.
- False labour costs or
- Uncompensated overtime or
- Incorrect time rates claimed or
- Staff costs claimed for personnel that do not exist or
- Staff costs claimed for activities that took place outside the implementation period.		Beneficiaries or Third Parties		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		False labour costs										-1		-1		0		0		0

								IC 10.1		For labour costs of the beneficiary - the MA routinely requests evidence from beneficiaries that can independently verify the completion of project activities e.g. attendance registers, time recording systems. These are scrutinised with appropriate scepticism.

								IC 10.2		For labour costs of the beneficiary - the MA routinely reviews final activity and financial reports received from beneficiaries for any discrepancies between planned and actual activities. Where differences are noted, explanations and additional evidence are requested and verified.

								IC 10.3		For labour costs of third parties - the MA requires that beneficiaries routinely request evidence from third parties that can independently support the completion of activities e.g. attendance registers, timekeeping records. These are scrutinised with appropriate scepticism. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 10.4		For labour costs of third parties - the MA requires that beneficiaries routinely review final activity and financial reports for any discrepancies between planned and actual activities. Where differences are noted, explanations and additional evidence should be requested. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 10.X		Insert description  of additional controls……

								Uncompensated overtime

								IC 10.11		For labour costs of the beneficiary - the MA monitors final financial and activity reports and supporting documentation for indications that overtime is being claimed (excessive numbers of working hours for project staff, fewer number of implementing staff than planned but all activities achieved) and requests supporting documentation confirming that costst claimed are in accordance with overtime rules and costs actually incurred.

								IC 10.12		For labour costs of third parties - the MA requires that beneficiaries monitor invoices from suppliers against supporting documentation for indications that overtime is being claimed (excessive numbers of working hours for project staff, fewer number of implementing staff than planned) and requests supporting documentation confirming that costst claimed are in accordance with overtime rules and costs actually incurred. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 10.X		Insert description  of additional controls……

								Incorrect time rates claimed

								IC 10.21		For labour costs of beneficiaries - the MA reviews final financial reports against evidence supporting actual salary costs incurred (e.g. contracts, payroll data) and time spent on project activities (e.g. time recording systems, attendance records). All evidence is scrutinised with appropriate scepticism.

								IC 10.22		For labour costs of third parties - the MA requires that beneficiaries review invoices for labour costs against evidence supporting actual salary costs incurred (e.g. contracts, payroll data) and time spent on project activities (e.g. time recording systems, attendance records). All evidence is scrutinised with appropriate scepticism. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 10.X		Insert description  of additional controls……

								Personnel that do not exist

								IC 10.31		For labour costs of beneficiaries - the MA routinely requests evidence from beneficiaries that can independently verify the existence of staff e.g. contracts, social security details. These are scrutinised with appropriate scepticism and independently verified where possible.

								IC 10.32		For labour costs of third parties - the MA requires that beneficiaries request evidence from third parties that can independently verify the existence of staff e.g. contracts, social security details. These are scrutinised with appropriate scepticism and independently verified where possible. The MA  reviews the operation of this control in a sample of beneficiaries.

								IC 10.X		Insert description  of additional controls……

								Activities outside implementation period

								IC 10.41		For labour costs of beneficiaries - the MA routinely requests evidence from beneficiaries that can independently verify that costs were incurred within project deadlines e.g. original invoices, bank statements. These are scrutinised with appropriate scepticism and independently verified where possible.

								IC 10.42		For labour costs of third parties - the MA rrequires that beneficiaries request evidence from third parties that can independently verify that costs were incurred within project deadlines e.g. original invoices, bank statements. These are scrutinised with appropriate scepticism and independently verified where possible.

								IC 10.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IR11



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IR11		Labour costs are apportioned incorrectly to specific projects		A beneficiary knowingly incorrectly apportions staff costs between EU projects and other sources of funding		Beneficiaries		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		IC 11.1		The MA routinely requests evidence from beneficiaries that can independently verify the apportionment of staff costs for project activities e.g. attendance registers, time recording systems, data from accounting ledgers. These are scrutinised with appropriate scepticism.								-1		-2		0		-1		0

								IC 11.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





IRXX



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						IRXX		0		Insert description  of additional risks…		0		0

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		IC 2X.X		Insert description  of ontrols……								-1		-2		0		-1		0

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





3. Certification & Payments

		3: ASSESSMENT OF EXPOSURE TO SPECIFIC FRAUD RISKS - CERTIFICATION AND PAYMENTS

		RISK DESCRIPTION

		Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
(Managing Authority (MA) / Implementing Bodies (IP) / Certifying Authority (CA) / Beneficiaries (BF) / Third Parties (TP))		Is the risk internal (within the MA), external, or a result of collusion?		Is the Managing Authority exposed to this risk?		If NO, provide justification

		CR1		Incomplete / inadequate management verification process		Management verifications may not give adequate assurance for absence of fraud, due to a lack of the necessary skills or resources at the MA.		Managing Authority		Internal

		CR2		Incomplete / inadequate expenditure certification process		Expenditure certifications may not give adequate assurance for absence of fraud, due to a lack of the necessary skills or resources at the CA.		Certifying Authority		External

		CR3		Conflicts of interest within the MA		Members of the MA may have conflicts of interest which have undue influence on the approval of payments for certain beneficiaries. 		Managing Authority and Beneficiaries		Internal / Collusion

		CR4		Conflicts of interest within the Certifying Authority		Expenditure may be certified by a Certifying Authority that has a connection to the beneficiary.		Certifying Authority and Beneficiaries		External

		CRXX				Insert description  of additional risks…

												Y

												N





CR1



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						CR1		Incomplete / inadequate management verification process		Management verifications may not give adequate assurance for absence of fraud, due to a lack of the necessary skills or resources at the MA.		Managing Authority		Internal

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		CC 1.1		 The MA has a clear methodology by which the number and type of beneficiaries verified is based on accepted best practices, including an analysis of the level of risk of fraud.		Yes		Yes		M		-1		-2		0		-1		0

								CC 1.2		Staff carrying out management verifications are adequately qualified and trained, with up to date refresher training on fraud awareness.

								CC 1.3		 There is a sufficient audit trail in place to allow reconciliation of summary amounts certified to the Commission with individual expenditure records.

								CC 1.4		The MA performs a detailed secondary review of a sample of management verifications, ensuring they have been performed in line with relevant guidelines and standards.

								CC 1.5		 There are necessary preventive and corrective actions where systemic errors are detected by the audit.

								CC 1.6		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





CR2



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						CR2		Incomplete / inadequate expenditure certification process		Expenditure certifications may not give adequate assurance for absence of fraud, due to a lack of the necessary skills or resources at the CA.		Certifying Authority		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		CC 2.1		The CA has a clear methodology by which the number and type of beneficiaries verified is based on accepted best practices, including an analysis of the level of risk of fraud. The MA reviews and approves this selection process.								-1		-2		0		-1		0

								CC 2.2		Staff carrying out expenditure certifications are adequately qualified and trained, with up to date refresher training on fraud awareness. The MA reviews the adequacy of these training programmes.

								CC 2.3		The MA performs a detailed assurance review of expenditure certifications performed by the CA, ensuring they have been performed in line with relevant guidelines and standards.

								CC 2.4		 There is a clear definition, allocation and separation of functions between and within the managing authorities and intermediate bodies. There are adequate procedures in place at the Managing Authority to monitor the effective implementation of the tasks delegated to the intermediary body/ies.

								CC 2.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





CR3



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						CR3		Conflicts of interest within the MA		Members of the MA may have conflicts of interest which have undue influence on the approval of payments for certain beneficiaries. 		Managing Authority and Beneficiaries		Internal / Collusion

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		CC 3.1		The payment process has several segregated stages of approval, where evidence for the validity of expenditure is required (e.g. independent audit opinions) before approval can be given.								-1		-2		0		-1		0

								CC 3.2		The MA has a conflict of interest policy, including an annual declaration and register for all personnel, in place and has measures  in place to ensure that these are followed.

								CC 3.3		The MA implements regular adequate training courses on ethics and integrity for all personnel.

								CC 3.4		The MA ensures that individuals are aware of the consequences of partaking in activities that may call their integrity into question, with clear descriptions of  the consequences associated with specific misdemeanours.

								CC 3.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





CR4



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						CR4		Conflicts of interest within the Certifying Authority		Expenditure may be certified by a Certifying Authority that has a connection to the beneficiary.		Certifying Authority and Beneficiaries		External

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		CC 4.1		The payment process has several segregated stages of approval, where evidence for the validity of expenditure is required (e.g. audit opinions) before approval can be given by the MA.						M		-1		-2		0		-1		0

								CC 4.2		The CA has a conflict of interest policy, including an annual declaration and register for all personnel, in place and has measures  in place to ensure that these are followed. The MA reviews the operation of this control.

								CC 4.3		The CA implements regular adequate training courses on ethics and integrity for all personnel. The MA reviews the operation of this control.

								CC 4.4		The CA ensures that individuals are aware of the consequences of partaking in activities that may call their integrity into question, with clear descriptions of  the consequences associated with specific misdemeanours. The MA reviews the operation of this control.

								CC 4.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





CRX



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						CRXX		0		Insert description  of additional risks…		0		0

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		CC X.1										-1		-2		0		-1		0

								CC X.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





4. Direct procurement

		4: ASSESSMENT OF EXPOSURE TO SPECIFIC FRAUD RISKS - DIRECT PROCUREMENT BY MANAGING AUTHORITIES

		DESCRIPTION OF RISK

		Risk Ref		Risk Title		Risk description		Detailed risk description		Who is involved in the risk? 
(Managing Authority (MA) / Implementing Bodies (IP) / Certifying Authority (CA) / Beneficiaries (BF) / Third Parties (TP))		Is the risk internal (within the MA), external, or a result of collusion?		Is the Managing Authority exposed to this risk?		If NO, provide justification

		PR1		Avoidance of required competitive procedure		A member of staff of the MA avoids the required competitive procedure in order to favour a particular tenderer in either winning or maintaining a contract by:                                     - not organising a tender process or:
- split purchases or
- unjustified single source award or
- irregular extension of the contract.		1) A member of MA may split a purchase into two or more purchase orders or contracts in order to avoid having to launch a competitive procedure or higher-level management review or 2)  A member of MA may falsify single source acquisition justification by drafting very narrow specifications or 3) A member of MA may award contracts to favoured third parties without the required tendering process or 4) A member of MA may extend original contract lengths via a contract amendement or additional condition, in order to avoid a re-tendering process. 		Managing Authorities and Third Parties		Internal / Collusion

		PR2		Manipulation of the competitive procedure process		A member of staff of an MA favours an tenderer in a competitive procedure through:
- rigged specifications or
- leaking bid data or
- manipulation of bids.		1) A member of MA may tailor requests for bids or proposals so that they contain specifications which are tailored to meet the qualifications of a particular bidder, or which only one bidder can meet. Specifications which are too narrow can be used to exclude other qualified bidders or 2) Contracting, project design or bid evaluation personnel from MA may leak confidential information to help a favoured bidder formulate a superior technical or financial proposal, such as estimated budgets, preferred solutions, or the details of competing bids or 3) A member of MA can manipulate bids after receipt to ensure that a favoured contractor is selected		Managing Authorities and Third parties		Collusion

		PR3		Undisclosed conflict of interests or bribes and kickbacks		A member of staff of an MA favours an applicant / tenderer because:
- an undeclared conflict of interest occurred or
- bribes or kickbacks were paid		1) A contract may be awarded to a  beneficiary in which a member of staff has an interest, whether financial or otherwise. Similarly organisations  may not fully  disclose all conflicts of interest when applying for a contract or 2) Beneficiaries that have applied for contracts may offer kickbacks or bribes in order to influence the award of contracts.     		Managing Authorities and Third parties		Collusion

		PRX				Insert description  of additional risks…

														Y

														N

















































PR1



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						PR1		Avoidance of required competitive procedure		A member of staff of the MA avoids the required competitive procedure in order to favour a particular tenderer in either winning or maintaining a contract by:                                     - not organising a tender process or:
- split purchases or
- unjustified single source award or
- irregular extension of the contract.		Managing Authorities and Third Parties		Internal / Collusion

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Split purchases										-1		-2		0		-1		0

								PC 1.1		Prior approval for all single source awards are given by secondary mechanism other than the procuring department (e.g. senior level personnel within the MA).

								PC 1.2		Internal /External Audit regularly review the operation of internal controls over procurement.

								PC 1.X		Insert description  of additional controls……

								Unjustified single source award

								PC 1.11		All contract awards are reviewed by a secondary mechanism other than the selection panel (e.g. senior level personnel within the MA), who each verify that procurement procedures have been followed.

								PC 1.12		Internal/External Audit regularly review the operation of internal controls over procurement.

								PC 1.13		The MA has a conflict of interest policy, including an annual declaration and register for all personnel, in place and has measures  in place to ensure that these are followed.

								PC 1.X		Insert description  of additional controls……

								Irregular extension of the contract

								IC 1.21		All contract awards are reviewed by a secondary mechanism (e.g. senior level personnel within the MA), who each verify that procurement procedures have been followed. 

								IC 1.22		The MA has a conflict of interest policy, including an annual declaration and register for all personnel, in place and has measures  in place to ensure that these are followed.

								IC 1.23		Internal/External Audit regularly review the operation of internal controls over procurement.

								IC 1.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		-1		0												-1		-1		-1		-2		2

















				1		-1

				2		-2

				3		-3

				4		-4





PR2



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						PR2		Manipulation of the competitive procedure process		A member of staff of an MA favours an tenderer in a competitive procedure through:
- rigged specifications or
- leaking bid data or
- manipulation of bids.		Managing Authorities and Third parties		Collusion

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Rigged specifications										-1		-1		0		0		0

								PC 2.1		All contract awards are reviewed by a secondary mechanism than the procuring department (e.g. senior level personnel within the MA), who each verify that bid specifications are not too narrow.

								PC 2.2		Internal/External Audit regularly review the operation of internal controls over procurement.

								PC 2.X		Insert description  of additional controls……

								Leaking bid data

								PC 2.11		A secondary panel conducts a review of a sample of winning bids against competition for any indications of prior knowledge of bid information.

								PC 2.12		There is an high level of transparency in the award of contracts , such as the publication of all contract information that is not publically sensitive.

								PC 2.13		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								PC 2.14		Insert description  of additional controls……

								Manipulation of bids

								PC 2.21		The tender process includes a transparent bid opening process, and adequate security arrangements for unopened tenders.

								PC 2.22		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								PC 2.23		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





PR3



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						PR3		Undisclosed conflict of interests or bribes and kickbacks		A member of staff of an MA favours an applicant / tenderer because:
- an undeclared conflict of interest occurred or
- bribes or kickbacks were paid		Managing Authorities and Third parties		Collusion

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		1		1		1		Undeclared conflict of interest										-1		-1		0		0		0

								PC 3.1		The evaluation board is comprised of several senior management personnel who are rotated, with some level of randomness in their selection for participation in each evaluation board.																0

								PC 3.2		All contract awards are reviewed by a secondary mechanism other than the evaluation panel (e.g. senior level personnel within the MA), who verify that procurement procedures have been followed.

								PC 3.3		The MA has a conflict of interest policy, including an annual declaration and register for all personnel, in place and has measures  in place to ensure that these are followed.

								PC 3.4		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								PC 3.5		Insert description  of additional controls……

								Bribes or kickbacks

								PC 3.11		The MA has strong controls on bidding procedures, e.g. enforcing submission deadlines and reviews their operation for a sample of beneficiaries.																0

								PC 3.12		All contract awards are reviewed by a secondary mechanism other than the evaluation panel (e.g. senior level personnel within the MA), who verify that procurement procedures have been followed.

								PC 3.13		A secondary panel conducts a review of a sample of winning bids for indications such as winning bids being very close to the next lowest bid, late bids winning, and / or evidence of the winning bidder communicating privately with contracting personnel, for any indications of fraudulent behaviour.

								PC 3.14		The MA implements and publicises a whistle-blowing mechanism for suspected fraudulent behaviour.

								PC 3.15		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		0		0		0												-1		-1		-1		-1		1

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5





PRX



						RISK DESCRIPTION

						Risk Ref		Risk Title		Risk description		Who is involved in the risk? 
		Is the risk internal (within the MA), external, or a result of collusion?

						PRX		0		Insert description  of additional risks…		0		0

		GROSS RISK						 EXISTING CONTROLS														NET RISK

		Risk Impact (GROSS)		Risk Likelihood (GROSS)		Total risk score (GROSS)		Control ref		Control description		Do you evidence the operation of this control?		Do you regularly test this control?		How confident are you in the effectiveness of this control?		Effect of combined controls on risk IMPACT taking into account confidence levels		Effect of combined controls on risk LIKELIHOOD taking into account confidence levels		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)

		5		3		15		PC X.1		The tender process includes a transparent bid opening process, and adequate security arrangements for unopened tenders.								-1		-2		4		1		4

								PC X.X		Insert description  of additional controls……

		NET RISK						ACTION PLAN														TARGET RISK

		Risk Impact (NET)		Risk Likelihood (NET)		Total current risk score (NET)		Planned new control				Responsible individual		Deadline for implementation				Effect of combined planned controls on new NET risk IMPACT		Effect of combined planned controls on new NET risk LIKELIHOOD		Risk Impact (TARGET)		Risk Likelihood (TARGET)		Total risk score (TARGET)

		4		1		4												-1		-1		3		0		0

















				1		-1

				2		-2

				3		-3

				4		-4

				5		-5






image1.emf
EGESIF_14-0021-00  fraud risk assessment.doc


